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检测依据
GB∕T 34978-2017《信息安全技术 移动智能终端个人信息保护技术要求》
GB∕T 34975-2017《信息安全技术 移动智能终端应用软件 安全技术要求和测试评价方法》
GAT 1390.3-2017《信息安全技术 网络安全等级保护基本要求 第3部分：移动互联安全扩展要求》
YD/T 1438-2006《数字移动台应用层软件功能要求和测试方法》
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《电子银行业务管理办法》
《电子银行安全评估指引》
《中国金融移动支付客户端技术规范》
《中国金融移动支付应用安全规范》
《移动互联网应用软件安全评估大纲》
《中华人民共和国网络安全法》
《移动互联网应用程序信息服务管理规定》
《移动互联网应用程序安全加固能力评估要求与测试方法》
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[bookmark: _Toc226617962]检测结果概览
	小程序名称
	智慧食堂sthc

	AppID
	wx658d53faa96baef3

	检测分数
	77


[bookmark: _Toc226617963]结果统计
应用检测结果统计如下所示：
	
	总计
	高
	中
	低
	其他

	检测项目
	76
	21
	34
	21
	0

	风险项目
	23
	4
	8
	11
	0
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[bookmark: _Toc226617965]检测结果详情
	检测项id
	检测项名称
	风险等级
	检测结果

	0103
	HTTP PUT方法使用风险
	低
	存在风险

	0105
	HTTP MOVE方法使用风险
	低
	存在风险

	0106
	HTTP COPY方法使用风险
	低
	存在风险

	0108
	Web页面源代码敏感信息检测
	中
	存在风险

	0109
	Web页面源代码注释信息检测
	中
	存在风险

	0119
	HTTP网络请求列表
	低
	存在风险

	0136
	代码未混淆检测
	中
	存在风险

	0147
	ELMAH elmah.axd/errorlog.axd信息泄露风险检测
	中
	存在风险

	0148
	Apache不安全配置漏洞检测
	中
	存在风险

	0149
	JSONP漏洞
	中
	存在风险

	0154
	内部邮箱泄漏
	低
	存在风险

	0162
	限制URL访问失败漏洞
	高
	存在风险

	0164
	不安全的直接对象引用漏洞
	高
	存在风险

	0165
	动态调试风险检测
	高
	存在风险

	0166
	日志泄露风险检测
	中
	存在风险

	0167
	明文字符串泄露风险检测
	中
	存在风险

	0169
	随机数不安全使用风险
	低
	存在风险

	0174
	AES加密算法不安全使用风险
	低
	存在风险

	0176
	加密密钥硬编码风险
	高
	存在风险

	0177
	空加密密钥风险
	低
	存在风险

	0178
	密码硬编码风险
	低
	存在风险

	0179
	使用空密码风险
	低
	存在风险

	0180
	在注释中硬编码密码风险
	低
	存在风险



[bookmark: _Toc226617966]检测结果分析
[bookmark: _Toc226617967]高危风险分析
[bookmark: _Toc226617968]限制URL访问失败漏洞
	检测目的
	检测微信小程序是否存在限制URL访问失败漏洞。

	风险等级
	高

	威胁描述
	限制URL访问失败指某些网页没有做好权限控制，使得攻击者可以通过网址直接访问未经授权的功能。Web应用在显示受保护的页面之前会检查用户的访问权限，如果Web应用给不同用户授予各页面不同的访问权限，由于存在权限设置问题，导致攻击者可以不需要权限直接访问。攻击者利用限制URL访问失败可以直接访问Web中某些隐藏的、未正确设置权限的页面。

	检测结果
	存在风险

	结果描述
	服务端存在限制URL访问失败漏洞。测服务器地址总数31个，检测出3个存在风险。

	检测详情
	第1处:
url：
https://images.unsplash.com/photo-1452626038306-9aae5e071dd3?auto=format&fit=crop&w=320&q=80
第2处:
url：
https://images.unsplash.com/photo-1517836357463-d25dfeac3438?auto=format&fit=crop&w=320&q=80
第3处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.eot?t


	解决方案
	建议进行访问控制检查，只允许用户访问授权的功能。


[bookmark: _Toc226617969]不安全的直接对象引用漏洞
	检测目的
	检测微信小程序是否存在不安全的直接对象引用漏洞。

	风险等级
	高

	威胁描述
	不安全的直接对象引用（Insecure Direct Object References，IDOR），指一个已授权的用户，通过更改访问时的一个参数，访问到了没有授权访问的对象。导致IDOR出现的原因是，系统在接受用户输入并利用输入信息获取对象之前没有对用户身份权限进行验证，服务器上的具体文件名、路径或数据库关键字等内部资源被暴露在URL或网页中，攻击者可以尝试直接访问其他资源。IDOR允许攻击者绕过网站的身份验证机制，通过修改指向对象链接中的参数值来直接访问目标对象资源，这类资源可以是其他用户的数据库以及服务器系统中的隐私文件等。

	检测结果
	存在风险

	结果描述
	服务端存在不安全的对象直接引⽤。测服务器地址总数62个，检测出17个存在风险。

	检测详情
	第1处:
url：
https://aihntzy.yyangpt.cn/index.php?s=/api/
第2处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api/
第3处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t
第4处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t
第5处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.eot?t
第6处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.svg?t
第7处:
url：
https://aizhctdev.yyangpt.cn/index.php?s=/api/
第8处:
url：
https://gfkjyysx.yyangpt.cn/index.php?s=/api/
第9处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.woff?t
第10处:
url：
https://aishzhct.yyangpt.cn/index.php?s=/api/
第11处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff?t
第12处:
url：
https://zhdc.shoutonghuicheng.cn/aizhct/index.php?s=/api/
第13处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff2?t
第14处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api/
第15处:
url：
https://saidi.yyangpt.cn/aizhct/index.php?s=/api/
第16处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api/
第17处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.ttf?t


	解决方案
	1.使用基于用户或会话的间接对象访问。<w:br />2.访问控制检查，对任何来自不受信源所使用的所有对象进行访问控制检查。<w:br />3.避免在URL或网页中直接引用内部文件名或数据库关键字。<w:br />4.验证用户输入和URL请求，拒绝包含./ …/的请求。


[bookmark: _Toc226617970]加密密钥硬编码风险
	检测目的
	检测微信小程序是否使用硬编码的加密密钥。

	风险等级
	高

	威胁描述
	密码学借助加密技术对所要传送的信息进行处理，防止非法人员对数据的窃取篡改。影响密码安全性的基本因素：密码算法复杂度、密钥机密性、密钥长度。常用的加密算法大部分都已公开，所以密钥的保密程度显得至关重要。如果密钥被泄露，对于对称密码算法，根据使用的密钥和加密后的密文，可以得到加密前的明文；对于非对称密码算法或者签名算法，根据密钥和加密的明文，可以计算出签名值，从而伪造签名。在代码中使用硬编码的加密密钥，根据密钥的用途不同产生不同的安全风险，可能导致加密数据被破解，也可能与服务器通信签名被破解导致越权、重置密码等。

	检测结果
	存在风险

	结果描述
	客户端源代码存在加密密钥硬编码风险。测服务器地址总数257个，检测出10个存在风险。

	检测详情
	第1处:
file_path：
appservice.app.js
代码：
第1处： var ON_PAGE_SCROLL = "onPageScroll" 第2处： var ON_SHOW = "onShow" 第3处： var t="undefined" 第4处： var ENTERPRISE_NO = "enterpriseNo" 第5处： var VIRTUAL_HOST_HIDDEN = "virtualHostHidden" 第6处： var ON_UNLOAD = "onUnload" 第7处： var chars = "0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz" 第8处： var ON_ADD_TO_FAVORITES = "onAddToFavorites" 第9处： var API_COMPLETE = "complete" 第10处： var ON_NAVIGATION_BAR_BUTTON_TAP = "onNavigationBarButtonTap" 第11处： var LOCALE_FR = "fr" 第12处： var ON_SHARE_TIMELINE = "onShareTimeline" 第13处： var API_REMOVE_INTERCEPTOR = "removeInterceptor" 第14处： var HOOK_FAIL = "fail" 第15处： var ON_SHARE_APP_MESSAGE = "onShareAppMessage" 第16处： var APP_THEME = "appTheme" 第17处： var ON_INIT = "onInit" 第18处： var name = "e" 第19处： var ON_TITLE_CLICK = "onTitleClick" 第20处： var x = "0123456789qwertyuioplkjhgfdsazxcvbnm" 第21处： var CACHE_KEY = "Store" 第22处： var ON_PULL_DOWN_REFRESH = "onPullDownRefresh" 第23处： var method = "createApp" 第24处： var ON_PAGE_NOT_FOUND = "onPageNotFound" 第25处： var VIRTUAL_HOST_STYLE = "virtualHostStyle" 第26处： var id = "fnref" 第27处： var USER_ID = "userId" 第28处： var ON_THEME_CHANGE = "onThemeChange" 第29处： var API_SUCCESS = "success" 第30处： var CACHE_KEY = "Setting" 第31处： var ON_ERROR = "onError" 第32处： var ON_READY = "onReady" 第33处： var ON_EXIT = "onExit" 第34处： var b64 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=" 第35处： var VIRTUAL_HOST_CLASS = "virtualHostClass" 第36处： var API_ADD_INTERCEPTOR = "addInterceptor" 第37处： var ON_UNHANDLE_REJECTION = "onUnhandledRejection" 第38处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CONFIRMED = "onNavigationBarSearchInputConfirmed" 第39处： var ON_HIDE = "onHide" 第40处： var ON_COPY_URL = "onCopyUrl" 第41处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CLICKED = "onNavigationBarSearchInputClicked" 第42处： var ON_RESIZE = "onResize" 第43处： var ACCESS_TOKEN = "AccessToken" 第44处： var LOCALE_ES = "es" 第45处： var ON_NAVIGATION_BAR_SEARCH_INPUT_FOCUS_CHANGED = "onNavigationBarSearchInputFocusChanged" 第46处： var ON_BACK_PRESS = "onBackPress" 第47处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CHANGED = "onNavigationBarSearchInputChanged" 第48处： var LOCALE_EN = "en" 第49处： var ON_SAVE_EXIT_STATE = "onSaveExitState" 第50处： var API_GET_PUSH_CLIENT_ID = "getPushClientId" 第51处： var API_UPX2PX = "upx2px" 第52处： var ON_LAUNCH = "onLaunch" 第53处： var storeKey = "store" 第54处： var _platform = "WeChat" 第55处： var API_FAIL = "fail" 第56处： var ON_REACH_BOTTOM = "onReachBottom" 第57处： var ON_LOAD = "onLoad" 第58处： var HOOK_COMPLETE = "complete" 第59处： var ON_LIVE_MOUNT = "onLiveMount" 第60处： var FORCE_PASSWORD_ROUTE = "/pagescourses/user/changePassword" 第61处： var r="function" 第62处： var SLOT_DEFAULT_NAME = "d" 第63处： var ON_TAB_ITEM_TAP = "onTabItemTap" 第64处： var ON_UPLOAD_DOUYIN_VIDEO = "onUploadDouyinVideo" 第65处： var ON_LAST_PAGE_BACK_PRESS = "onLastPageBackPress" 第66处： var VIRTUAL_HOST_ID = "virtualHostId" 第67处： var ENV = "prod" 第68处： var COMPONENTS = "components" 第69处： var HOOK_SUCCESS = "success" 第70处： var ON_SHARE_CHAT = "onShareChat" 第71处： var n="suspendedStart" 第72处： var port = "8090" 
第2处:
file_path：
chunk_3.appservice.js
代码：
第1处： var enterpriseNo = "10046" 
第3处:
file_path：
app-service.js
代码：
第1处： var ON_PAGE_SCROLL = "onPageScroll" 第2处： var ON_SHOW = "onShow" 第3处： var t="undefined" 第4处： var ENTERPRISE_NO = "enterpriseNo" 第5处： var VIRTUAL_HOST_HIDDEN = "virtualHostHidden" 第6处： var ON_UNLOAD = "onUnload" 第7处： var chars = "0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz" 第8处： var ON_ADD_TO_FAVORITES = "onAddToFavorites" 第9处： var API_COMPLETE = "complete" 第10处： var ON_NAVIGATION_BAR_BUTTON_TAP = "onNavigationBarButtonTap" 第11处： var LOCALE_FR = "fr" 第12处： var ON_SHARE_TIMELINE = "onShareTimeline" 第13处： var API_REMOVE_INTERCEPTOR = "removeInterceptor" 第14处： var HOOK_FAIL = "fail" 第15处： var ON_SHARE_APP_MESSAGE = "onShareAppMessage" 第16处： var APP_THEME = "appTheme" 第17处： var ON_INIT = "onInit" 第18处： var name = "e" 第19处： var ON_TITLE_CLICK = "onTitleClick" 第20处： var x = "0123456789qwertyuioplkjhgfdsazxcvbnm" 第21处： var CACHE_KEY = "Store" 第22处： var ON_PULL_DOWN_REFRESH = "onPullDownRefresh" 第23处： var method = "createApp" 第24处： var ON_PAGE_NOT_FOUND = "onPageNotFound" 第25处： var VIRTUAL_HOST_STYLE = "virtualHostStyle" 第26处： var id = "fnref" 第27处： var USER_ID = "userId" 第28处： var ON_THEME_CHANGE = "onThemeChange" 第29处： var API_SUCCESS = "success" 第30处： var CACHE_KEY = "Setting" 第31处： var ON_ERROR = "onError" 第32处： var ON_READY = "onReady" 第33处： var ON_EXIT = "onExit" 第34处： var b64 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=" 第35处： var VIRTUAL_HOST_CLASS = "virtualHostClass" 第36处： var API_ADD_INTERCEPTOR = "addInterceptor" 第37处： var ON_UNHANDLE_REJECTION = "onUnhandledRejection" 第38处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CONFIRMED = "onNavigationBarSearchInputConfirmed" 第39处： var ON_HIDE = "onHide" 第40处： var ON_COPY_URL = "onCopyUrl" 第41处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CLICKED = "onNavigationBarSearchInputClicked" 第42处： var enterpriseNo = "10046" 第43处： var ON_RESIZE = "onResize" 第44处： var ACCESS_TOKEN = "AccessToken" 第45处： var LOCALE_ES = "es" 第46处： var ON_NAVIGATION_BAR_SEARCH_INPUT_FOCUS_CHANGED = "onNavigationBarSearchInputFocusChanged" 第47处： var ON_BACK_PRESS = "onBackPress" 第48处： var ON_NAVIGATION_BAR_SEARCH_INPUT_CHANGED = "onNavigationBarSearchInputChanged" 第49处： var LOCALE_EN = "en" 第50处： var ON_SAVE_EXIT_STATE = "onSaveExitState" 第51处： var API_GET_PUSH_CLIENT_ID = "getPushClientId" 第52处： var API_UPX2PX = "upx2px" 第53处： var ON_LAUNCH = "onLaunch" 第54处： var storeKey = "store" 第55处： var _platform = "WeChat" 第56处： var API_FAIL = "fail" 第57处： var ON_REACH_BOTTOM = "onReachBottom" 第58处： var ON_LOAD = "onLoad" 第59处： var HOOK_COMPLETE = "complete" 第60处： var ON_LIVE_MOUNT = "onLiveMount" 第61处： var FORCE_PASSWORD_ROUTE = "/pagescourses/user/changePassword" 第62处： var r="function" 第63处： var SLOT_DEFAULT_NAME = "d" 第64处： var ON_TAB_ITEM_TAP = "onTabItemTap" 第65处： var ON_UPLOAD_DOUYIN_VIDEO = "onUploadDouyinVideo" 第66处： var ON_LAST_PAGE_BACK_PRESS = "onLastPageBackPress" 第67处： var VIRTUAL_HOST_ID = "virtualHostId" 第68处： var ENV = "prod" 第69处： var COMPONENTS = "components" 第70处： var HOOK_SUCCESS = "success" 第71处： var ON_SHARE_CHAT = "onShareChat" 第72处： var n="suspendedStart" 第73处： var port = "8090" 
第4处:
file_path：
pagedevice/chunk_3.appservice.js
代码：
第1处： var WEB_API_SECRET = "056d104a63021000" 
第5处:
file_path：
pagedevice/chunk_8.appservice.js
代码：
第1处： var WEB_API_SECRET = "056d104a63021000" 
第6处:
file_path：
pagedevice/app-service.js
代码：
第1处： var WEB_API_SECRET = "056d104a63021000" 
第7处:
file_path：
pagescourses/appservice.app.js
代码：
第1处： var r="vertical" 第2处： var i="normalMerge" 第3处： var u="leave" 第4处： var o="vertical" 第5处： var n="x" 第6处： var r="normal" 第7处： var o="center" 第8处： var s="update" 第9处： var b="inherit" 第10处： var h="axis" 第11处： var r="out" 第12处： var UNDEFINED='undefined' 第13处： var key = "createOffscreenCanvas" 第14处： var o="svg" 第15处： var p="normal" 第16处： var i="radial" 第17处： var o="series" 第18处： var l="inherit" 第19处： var r="on" 第20处： var P="inside" 第21处： var e="svg" 第22处： var Cx="undefined" 第23处： var o="and" 第24处： var p="richText" 第25处： var r="touchend" 第26处： var o="width" 第27处： var a="fill" 第28处： var i="richText" 第29处： var f="circular" 第30处： var h="x" 第31处： var o="left" 第32处： var f="richText" 第33处： var o="canvas" 第34处： var n="vertical" 第35处： var p="center" 第36处： var a="horizontal" 第37处： var w="left" 第38处： var h="start" 第39处： var a="x" 第40处： var n="desc" 第41处： var lR="emphasis" 第42处： var Cc="ZH" 第43处： var l="vertical" 第44处： var o="geo" 第45处： var v="edge" 第46处： var i="asc" 第47处： var y="treemapZoomToNode" 第48处： var o="time" 第49处： var f="ordinal" 
第8处:
file_path：
pagescourses/chunk_14.appservice.js
代码：
第1处： var HISTORY_SEARCH = "historySearch" 
第9处:
file_path：
pagescourses/chunk_24.appservice.js
代码：
第1处： var WEB_API_SECRET = "056d104a63021000" 
第10处:
file_path：
pagescourses/app-service.js
代码：
第1处： var r="vertical" 第2处： var i="normalMerge" 第3处： var u="leave" 第4处： var o="vertical" 第5处： var n="x" 第6处： var r="normal" 第7处： var o="center" 第8处： var s="update" 第9处： var b="inherit" 第10处： var h="axis" 第11处： var r="out" 第12处： var UNDEFINED='undefined' 第13处： var key = "createOffscreenCanvas" 第14处： var o="svg" 第15处： var p="normal" 第16处： var i="radial" 第17处： var o="series" 第18处： var l="inherit" 第19处： var r="on" 第20处： var P="inside" 第21处： var e="svg" 第22处： var Cx="undefined" 第23处： var o="and" 第24处： var p="richText" 第25处： var r="touchend" 第26处： var o="width" 第27处： var a="fill" 第28处： var i="richText" 第29处： var f="circular" 第30处： var h="x" 第31处： var o="left" 第32处： var f="richText" 第33处： var o="canvas" 第34处： var n="vertical" 第35处： var p="center" 第36处： var a="horizontal" 第37处： var w="left" 第38处： var h="start" 第39处： var a="x" 第40处： var n="desc" 第41处： var HISTORY_SEARCH = "historySearch" 第42处： var lR="emphasis" 第43处： var Cc="ZH" 第44处： var l="vertical" 第45处： var o="geo" 第46处： var v="edge" 第47处： var i="asc" 第48处： var WEB_API_SECRET = "056d104a63021000" 第49处： var y="treemapZoomToNode" 第50处： var o="time" 第51处： var f="ordinal" 

	解决方案
	建议使用随机生成的字符串作为密钥，或者对密钥加密。


[bookmark: _Toc226617971]动态调试风险检测
	检测目的
	检测微信小程序文件运行时是否存在动态调试风险。

	风险等级
	高

	威胁描述
	在未加入反调试功能的小程序中，攻击者可使用调试器跟踪运行的目标程序，获取运行代码和实时数据，甚至分析篡改程序的业务逻辑，对客户关键数据或者服务器进行恶意攻击，例如查看客户端业务操作的数据，比如登录账号、密码等，窃取用户信息；或者通过分析程序运行逻辑，挖掘应用漏洞。

	检测结果
	存在风险

	结果描述
	客户端源代码存在动态调试风险。测服务器地址总数0个，检测出257个存在风险。

	检测详情
	{"unsafe_info":[{"file_path":"appservice.app.js"},{"file_path":"chunk_0.appservice.js"},{"file_path":"chunk_1.appservice.js"},{"file_path":"chunk_10.appservice.js"},{"file_path":"chunk_11.appservice.js"},{"file_path":"chunk_12.appservice.js"},{"file_path":"chunk_13.appservice.js"},{"file_path":"chunk_14.appservice.js"},{"file_path":"chunk_15.appservice.js"},{"file_path":"chunk_16.appservice.js"},{"file_path":"chunk_17.appservice.js"},{"file_path":"chunk_18.appservice.js"},{"file_path":"chunk_19.appservice.js"},{"file_path":"chunk_2.appservice.js"},{"file_path":"chunk_20.appservice.js"},{"file_path":"chunk_21.appservice.js"},{"file_path":"chunk_22.appservice.js"},{"file_path":"chunk_23.appservice.js"},{"file_path":"chunk_24.appservice.js"},{"file_path":"chunk_25.appservice.js"},{"file_path":"chunk_26.appservice.js"},{"file_path":"chunk_27.appservice.js"},{"file_path":"chunk_28.appservice.js"},{"file_path":"chunk_29.appservice.js"},{"file_path":"chunk_3.appservice.js"},{"file_path":"chunk_30.appservice.js"},{"file_path":"chunk_31.appservice.js"},{"file_path":"chunk_32.appservice.js"},{"file_path":"chunk_33.appservice.js"},{"file_path":"chunk_34.appservice.js"},{"file_path":"chunk_35.appservice.js"},{"file_path":"chunk_36.appservice.js"},{"file_path":"chunk_37.appservice.js"},{"file_path":"chunk_38.appservice.js"},{"file_path":"chunk_39.appservice.js"},{"file_path":"chunk_4.appservice.js"},{"file_path":"chunk_40.appservice.js"},{"file_path":"chunk_41.appservice.js"},{"file_path":"chunk_5.appservice.js"},{"file_path":"chunk_6.appservice.js"},{"file_path":"chunk_7.appservice.js"},{"file_path":"chunk_8.appservice.js"},{"file_path":"chunk_9.appservice.js"},{"file_path":"common.app.js"},{"file_path":"webview.app.js"},{"file_path":"chunk_0.webview.js"},{"file_path":"chunk_1.webview.js"},{"file_path":"chunk_10.webview.js"},{"file_path":"chunk_11.webview.js"},{"file_path":"chunk_12.webview.js"},{"file_path":"chunk_13.webview.js"},{"file_path":"chunk_14.webview.js"},{"file_path":"chunk_15.webview.js"},{"file_path":"chunk_16.webview.js"},{"file_path":"chunk_17.webview.js"},{"file_path":"chunk_18.webview.js"},{"file_path":"chunk_19.webview.js"},{"file_path":"chunk_2.webview.js"},{"file_path":"chunk_20.webview.js"},{"file_path":"chunk_21.webview.js"},{"file_path":"chunk_22.webview.js"},{"file_path":"chunk_23.webview.js"},{"file_path":"chunk_24.webview.js"},{"file_path":"chunk_25.webview.js"},{"file_path":"chunk_26.webview.js"},{"file_path":"chunk_27.webview.js"},{"file_path":"chunk_28.webview.js"},{"file_path":"chunk_29.webview.js"},{"file_path":"chunk_3.webview.js"},{"file_path":"chunk_30.webview.js"},{"file_path":"chunk_31.webview.js"},{"file_path":"chunk_32.webview.js"},{"file_path":"chunk_33.webview.js"},{"file_path":"chunk_34.webview.js"},{"file_path":"chunk_35.webview.js"},{"file_path":"chunk_36.webview.js"},{"file_path":"chunk_37.webview.js"},{"file_path":"chunk_38.webview.js"},{"file_path":"chunk_39.webview.js"},{"file_path":"chunk_4.webview.js"},{"file_path":"chunk_40.webview.js"},{"file_path":"chunk_41.webview.js"},{"file_path":"chunk_5.webview.js"},{"file_path":"chunk_6.webview.js"},{"file_path":"chunk_7.webview.js"},{"file_path":"chunk_8.webview.js"},{"file_path":"chunk_9.webview.js"},{"file_path":"app-service.js"},{"file_path":"app-wxss.js"},{"file_path":"motionmodule/appservice.app.js"},{"file_path":"motionmodule/chunk_0.appservice.js"},{"file_path":"motionmodule/chunk_1.appservice.js"},{"file_path":"motionmodule/chunk_2.appservice.js"},{"file_path":"motionmodule/chunk_3.appservice.js"},{"file_path":"motionmodule/common.app.js"},{"file_path":"motionmodule/webview.app.js"},{"file_path":"motionmodule/chunk_0.webview.js"},{"file_path":"motionmodule/chunk_1.webview.js"},{"file_path":"motionmodule/chunk_2.webview.js"},{"file_path":"motionmodule/chunk_3.webview.js"},{"file_path":"motionmodule/app-service.js"},{"file_path":"motionmodule/page-frame.js"},{"file_path":"pagedevice/appservice.app.js"},{"file_path":"pagedevice/chunk_0.appservice.js"},{"file_path":"pagedevice/chunk_1.appservice.js"},{"file_path":"pagedevice/chunk_10.appservice.js"},{"file_path":"pagedevice/chunk_2.appservice.js"},{"file_path":"pagedevice/chunk_3.appservice.js"},{"file_path":"pagedevice/chunk_4.appservice.js"},{"file_path":"pagedevice/chunk_5.appservice.js"},{"file_path":"pagedevice/chunk_6.appservice.js"},{"file_path":"pagedevice/chunk_7.appservice.js"},{"file_path":"pagedevice/chunk_8.appservice.js"},{"file_path":"pagedevice/chunk_9.appservice.js"},{"file_path":"pagedevice/common.app.js"},{"file_path":"pagedevice/webview.app.js"},{"file_path":"pagedevice/chunk_0.webview.js"},{"file_path":"pagedevice/chunk_1.webview.js"},{"file_path":"pagedevice/chunk_10.webview.js"},{"file_path":"pagedevice/chunk_2.webview.js"},{"file_path":"pagedevice/chunk_3.webview.js"},{"file_path":"pagedevice/chunk_4.webview.js"},{"file_path":"pagedevice/chunk_5.webview.js"},{"file_path":"pagedevice/chunk_6.webview.js"},{"file_path":"pagedevice/chunk_7.webview.js"},{"file_path":"pagedevice/chunk_8.webview.js"},{"file_path":"pagedevice/chunk_9.webview.js"},{"file_path":"pagedevice/app-service.js"},{"file_path":"pagedevice/page-frame.js"},{"file_path":"pagescourses/appservice.app.js"},{"file_path":"pagescourses/chunk_0.appservice.js"},{"file_path":"pagescourses/chunk_1.appservice.js"},{"file_path":"pagescourses/chunk_10.appservice.js"},{"file_path":"pagescourses/chunk_11.appservice.js"},{"file_path":"pagescourses/chunk_12.appservice.js"},{"file_path":"pagescourses/chunk_13.appservice.js"},{"file_path":"pagescourses/chunk_14.appservice.js"},{"file_path":"pagescourses/chunk_15.appservice.js"},{"file_path":"pagescourses/chunk_16.appservice.js"},{"file_path":"pagescourses/chunk_17.appservice.js"},{"file_path":"pagescourses/chunk_18.appservice.js"},{"file_path":"pagescourses/chunk_19.appservice.js"},{"file_path":"pagescourses/chunk_2.appservice.js"},{"file_path":"pagescourses/chunk_20.appservice.js"},{"file_path":"pagescourses/chunk_21.appservice.js"},{"file_path":"pagescourses/chunk_22.appservice.js"},{"file_path":"pagescourses/chunk_23.appservice.js"},{"file_path":"pagescourses/chunk_24.appservice.js"},{"file_path":"pagescourses/chunk_25.appservice.js"},{"file_path":"pagescourses/chunk_26.appservice.js"},{"file_path":"pagescourses/chunk_27.appservice.js"},{"file_path":"pagescourses/chunk_28.appservice.js"},{"file_path":"pagescourses/chunk_29.appservice.js"},{"file_path":"pagescourses/chunk_3.appservice.js"},{"file_path":"pagescourses/chunk_30.appservice.js"},{"file_path":"pagescourses/chunk_31.appservice.js"},{"file_path":"pagescourses/chunk_32.appservice.js"},{"file_path":"pagescourses/chunk_33.appservice.js"},{"file_path":"pagescourses/chunk_34.appservice.js"},{"file_path":"pagescourses/chunk_35.appservice.js"},{"file_path":"pagescourses/chunk_36.appservice.js"},{"file_path":"pagescourses/chunk_37.appservice.js"},{"file_path":"pagescourses/chunk_38.appservice.js"},{"file_path":"pagescourses/chunk_39.appservice.js"},{"file_path":"pagescourses/chunk_4.appservice.js"},{"file_path":"pagescourses/chunk_40.appservice.js"},{"file_path":"pagescourses/chunk_5.appservice.js"},{"file_path":"pagescourses/chunk_6.appservice.js"},{"file_path":"pagescourses/chunk_7.appservice.js"},{"file_path":"pagescourses/chunk_8.appservice.js"},{"file_path":"pagescourses/chunk_9.appservice.js"},{"file_path":"pagescourses/common.app.js"},{"file_path":"pagescourses/webview.app.js"},{"file_path":"pagescourses/chunk_0.webview.js"},{"file_path":"pagescourses/chunk_1.webview.js"},{"file_path":"pagescourses/chunk_10.webview.js"},{"file_path":"pagescourses/chunk_11.webview.js"},{"file_path":"pagescourses/chunk_12.webview.js"},{"file_path":"pagescourses/chunk_13.webview.js"},{"file_path":"pagescourses/chunk_14.webview.js"},{"file_path":"pagescourses/chunk_15.webview.js"},{"file_path":"pagescourses/chunk_16.webview.js"},{"file_path":"pagescourses/chunk_17.webview.js"},{"file_path":"pagescourses/chunk_18.webview.js"},{"file_path":"pagescourses/chunk_19.webview.js"},{"file_path":"pagescourses/chunk_2.webview.js"},{"file_path":"pagescourses/chunk_20.webview.js"},{"file_path":"pagescourses/chunk_21.webview.js"},{"file_path":"pagescourses/chunk_22.webview.js"},{"file_path":"pagescourses/chunk_23.webview.js"},{"file_path":"pagescourses/chunk_24.webview.js"},{"file_path":"pagescourses/chunk_25.webview.js"},{"file_path":"pagescourses/chunk_26.webview.js"},{"file_path":"pagescourses/chunk_27.webview.js"},{"file_path":"pagescourses/chunk_28.webview.js"},{"file_path":"pagescourses/chunk_29.webview.js"},{"file_path":"pagescourses/chunk_3.webview.js"},{"file_path":"pagescourses/chunk_30.webview.js"},{"file_path":"pagescourses/chunk_31.webview.js"},{"file_path":"pagescourses/chunk_32.webview.js"},{"file_path":"pagescourses/chunk_33.webview.js"},{"file_path":"pagescourses/chunk_34.webview.js"},{"file_path":"pagescourses/chunk_35.webview.js"},{"file_path":"pagescourses/chunk_36.webview.js"},{"file_path":"pagescourses/chunk_37.webview.js"},{"file_path":"pagescourses/chunk_38.webview.js"},{"file_path":"pagescourses/chunk_39.webview.js"},{"file_path":"pagescourses/chunk_4.webview.js"},{"file_path":"pagescourses/chunk_40.webview.js"},{"file_path":"pagescourses/chunk_5.webview.js"},{"file_path":"pagescourses/chunk_6.webview.js"},{"file_path":"pagescourses/chunk_7.webview.js"},{"file_path":"pagescourses/chunk_8.webview.js"},{"file_path":"pagescourses/chunk_9.webview.js"},{"file_path":"pagescourses/app-service.js"},{"file_path":"pagescourses/page-frame.js"},{"file_path":"settlement/appservice.app.js"},{"file_path":"settlement/chunk_0.appservice.js"},{"file_path":"settlement/chunk_1.appservice.js"},{"file_path":"settlement/chunk_10.appservice.js"},{"file_path":"settlement/chunk_11.appservice.js"},{"file_path":"settlement/chunk_12.appservice.js"},{"file_path":"settlement/chunk_13.appservice.js"},{"file_path":"settlement/chunk_14.appservice.js"},{"file_path":"settlement/chunk_15.appservice.js"},{"file_path":"settlement/chunk_16.appservice.js"},{"file_path":"settlement/chunk_17.appservice.js"},{"file_path":"settlement/chunk_2.appservice.js"},{"file_path":"settlement/chunk_3.appservice.js"},{"file_path":"settlement/chunk_4.appservice.js"},{"file_path":"settlement/chunk_5.appservice.js"},{"file_path":"settlement/chunk_6.appservice.js"},{"file_path":"settlement/chunk_7.appservice.js"},{"file_path":"settlement/chunk_8.appservice.js"},{"file_path":"settlement/chunk_9.appservice.js"},{"file_path":"settlement/common.app.js"},{"file_path":"settlement/webview.app.js"},{"file_path":"settlement/chunk_0.webview.js"},{"file_path":"settlement/chunk_1.webview.js"},{"file_path":"settlement/chunk_10.webview.js"},{"file_path":"settlement/chunk_11.webview.js"},{"file_path":"settlement/chunk_12.webview.js"},{"file_path":"settlement/chunk_13.webview.js"},{"file_path":"settlement/chunk_14.webview.js"},{"file_path":"settlement/chunk_15.webview.js"},{"file_path":"settlement/chunk_16.webview.js"},{"file_path":"settlement/chunk_17.webview.js"},{"file_path":"settlement/chunk_2.webview.js"},{"file_path":"settlement/chunk_3.webview.js"},{"file_path":"settlement/chunk_4.webview.js"},{"file_path":"settlement/chunk_5.webview.js"},{"file_path":"settlement/chunk_6.webview.js"},{"file_path":"settlement/chunk_7.webview.js"},{"file_path":"settlement/chunk_8.webview.js"},{"file_path":"settlement/chunk_9.webview.js"},{"file_path":"settlement/app-service.js"},{"file_path":"settlement/page-frame.js"}],"unsafe_num":257,"file_total_num":0}

	解决方案
	建议使用专业应用安全加固方案，对小程序进行保护，防止小程序代码被动态调试。


[bookmark: _Toc226617972]中危风险分析
[bookmark: _Toc226617973]JSONP漏洞
	检测目的
	检测微信小程序应用是否存在JSONP漏洞。

	风险等级
	中

	威胁描述
	JSONP是JSON的一种使用模式，可以让网页从别的域名获取资料，实现跨域读取数据。JSONP通过动态创建<script>标签，利用<script>的src不受同源策略约束来跨域获取数据。如果对网站的JSONP请求没有进行安全检查直接返回数据，攻击者可以利用JSONP漏洞获取网站上的敏感数据，包括邮箱、手机号码等个人信息。

	检测结果
	存在风险

	结果描述
	服务端存在jsonp漏洞。测服务器地址总数31个，检测出31个存在风险。

	检测详情
	第1处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t
第2处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t
第3处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.svg?t
第4处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.eot?t
第5处:
url：
https://aihntzy.yyangpt.cn/index.php?s=/api/
第6处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.woff?t
第7处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api/
第8处:
url：
https://images.unsplash.com/photo-1483721310020-03333e577078?auto=format&fit=crop&w=320&q=80
第9处:
url：
https://images.unsplash.com/photo-1461896836934-ffe607ba8211?auto=format&fit=crop&w=320&q=80
第10处:
url：
https://images.unsplash.com/photo-1452626038306-9aae5e071dd3?auto=format&fit=crop&w=320&q=80
第11处:
url：
https://aizhctdev.yyangpt.cn/index.php?s=/api/
第12处:
url：
https://images.unsplash.com/photo-1517836357463-d25dfeac3438?auto=format&fit=crop&w=320&q=80
第13处:
url：
https://images.unsplash.com/photo-1512621776951-a57141f2eefd?auto=format&fit=crop&w=320&q=80
第14处:
url：
https://images.unsplash.com/photo-1504674900247-0877df9cc836?auto=format&fit=crop&w=320&q=80
第15处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff?t
第16处:
url：
https://gfkjyysx.yyangpt.cn/index.php?s=/api/
第17处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff2?t
第18处:
url：
https://aishzhct.yyangpt.cn/index.php?s=/api/
第19处:
url：
https://images.unsplash.com/photo-1481391032119-d89fee407e44?auto=format&fit=crop&w=320&q=80
第20处:
url：
https://images.unsplash.com/photo-1473091534298-04dcbce3278c?auto=format&fit=crop&w=320&q=80
第21处:
url：
https://images.unsplash.com/photo-1490645935967-10de6ba17061?auto=format&fit=crop&w=320&q=80
第22处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.ttf?t
第23处:
url：
https://zhdc.shoutonghuicheng.cn/aizhct/index.php?s=/api/
第24处:
url：
https://images.unsplash.com/photo-1517849845537-4d257902454a?auto=format&fit=crop&w=320&q=80
第25处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api/
第26处:
url：
https://saidi.yyangpt.cn/aizhct/index.php?s=/api/
第27处:
url：
https://images.unsplash.com/photo-1467003909585-2f8a72700288?auto=format&fit=crop&w=320&q=80
第28处:
url：
https://images.unsplash.com/photo-1506806732259-39c2d0268443?auto=format&fit=crop&w=320&q=80
第29处:
url：
https://images.unsplash.com/photo-1502741338009-cac2772e18bc?auto=format&fit=crop&w=320&q=80
第30处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api/
第31处:
url：
https://images.unsplash.com/photo-1528715471579-d1bcf0ba5e83?auto=format&fit=crop&w=320&q=80


	解决方案
	1.如果必须跨域读取数据，使用CORS替换JSONP实现跨域功能。<w:br />2.严格过滤callback函数名及JSON数据的输出。<w:br />3.跨域的数据传输，必须要对敏感的数据获取做权限认证。


[bookmark: _Toc226617974]明文字符串泄露风险检测
	检测目的
	检测微信小程序文件中是否存在未加密的明文数字或者密码。

	风险等级
	中

	威胁描述
	小程序中如果存在明文的数字、密码信息，可能会被盗取并恶意利用在正式服务器上进行攻击如重放攻击，或者攻击安全薄弱的测试服务器以获取安全漏洞或者逻辑漏洞等。

	检测结果
	存在风险

	结果描述
	客户端源代码存在明文字符串泄露风险。测服务器地址总数0个，检测出257个存在风险。

	检测详情
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	解决方案
	建议使用专业安全加固方案，对小程序进行加固保护，禁止在控制台输出日志信息。


[bookmark: _Toc226617976]Web页面源代码注释信息检测
	检测目的
	检测检测微信小程序URL请求返回的Web页面的源代码中是否注释信息。

	风险等级
	中

	威胁描述
	微信小程序Web页面源代码的注释信息中存在账号、密码等敏感信息，如果这些信息与服务器上的账号、密码一致，攻击者可以利用这些账号登录服务器，获取服务器的敏感数据，导致用户数据泄露等安全风险。

	检测结果
	存在风险

	结果描述
	该小程序源代码的注释信息中存在账号、密码等敏感信息，存在安全风险。测服务器地址总数0个，检测出7个存在风险。

	检测详情
	第1处:
url：
https://zhdc.shoutonghuicheng.cn:443
代码：
IP:39.106.64.221第2处:
url：
https://aizhctdev.yyangpt.cn/api/algorithms/calc
file_path：
/pagedevice/chunk_3.appservice.js
代码：
IP:101.200.165.56第3处:
url：
https://zhdc.shoutonghuicheng.cn/
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第4处:
url：
https://jc.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第5处:
url：
https://saidi.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第6处:
url：
https://zhctdev.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第7处:
url：
https://vuejs.org/guide/essentials/computed.html#getters-should-be-side-effect-free
file_path：
/appservice.app.js
代码：
IP:85.6.113.82

	解决方案
	建议开发者删除Web页源代码的注释信息中的账号、密码等。


[bookmark: _Toc226617977]Web页面源代码敏感信息检测
	检测目的
	检测微信小程序URL请求返回的Web页面的源代码中是否包含账号、密码等敏感信息。

	风险等级
	中

	威胁描述
	微信小程序Web页面的源代码中存在账号、密码等敏感信息，如果这些信息与服务器上的账号、密码一致，攻击者可以利用这些账号登录服务器，获取服务器的敏感数据，导致用户数据泄露等安全风险。

	检测结果
	存在风险

	结果描述
	该小程序的源代码中存在账号、密码等敏感信息，存在安全风险。测服务器地址总数62个，检测出7个存在风险。

	检测详情
	第1处:
url：
https://zhdc.shoutonghuicheng.cn:443
代码：
IP:39.106.64.221第2处:
url：
https://aizhctdev.yyangpt.cn/api/algorithms/calc
file_path：
/pagedevice/chunk_3.appservice.js
代码：
IP:101.200.165.56第3处:
url：
https://zhdc.shoutonghuicheng.cn/
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第4处:
url：
https://jc.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第5处:
url：
https://saidi.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第6处:
url：
https://zhctdev.yyangpt.cn
file_path：
/appservice.app.js
代码：
IP:39.106.64.221第7处:
url：
https://vuejs.org/guide/essentials/computed.html#getters-should-be-side-effect-free
file_path：
/appservice.app.js
代码：
IP:85.6.113.82

	解决方案
	建议开发者删除Web页的源代码中的账号、密码等。


[bookmark: _Toc226617978]代码未混淆检测
	检测目的
	检测微信小程序源代码是否进行混淆。

	风险等级
	中

	威胁描述
	Web页面的html、js源代码如果未进行混淆，其业务逻辑、加密算法、密钥很容易被分析暴露，造成程序业务逻辑泄露、加解密算法失效、通信加密失效，导致用户的账号、密码被窃取，对服务器进行攻击等。

	检测结果
	存在风险

	结果描述
	服务端存在源代码敏感信息泄漏风险。测服务器地址总数258个，检测出257个存在风险。

	检测详情
	{"unsafe_info":[{"file_path":"appservice.app.js"},{"file_path":"chunk_0.appservice.js"},{"file_path":"chunk_1.appservice.js"},{"file_path":"chunk_10.appservice.js"},{"file_path":"chunk_11.appservice.js"},{"file_path":"chunk_12.appservice.js"},{"file_path":"chunk_13.appservice.js"},{"file_path":"chunk_14.appservice.js"},{"file_path":"chunk_15.appservice.js"},{"file_path":"chunk_16.appservice.js"},{"file_path":"chunk_17.appservice.js"},{"file_path":"chunk_18.appservice.js"},{"file_path":"chunk_19.appservice.js"},{"file_path":"chunk_2.appservice.js"},{"file_path":"chunk_20.appservice.js"},{"file_path":"chunk_21.appservice.js"},{"file_path":"chunk_22.appservice.js"},{"file_path":"chunk_23.appservice.js"},{"file_path":"chunk_24.appservice.js"},{"file_path":"chunk_25.appservice.js"},{"file_path":"chunk_26.appservice.js"},{"file_path":"chunk_27.appservice.js"},{"file_path":"chunk_28.appservice.js"},{"file_path":"chunk_29.appservice.js"},{"file_path":"chunk_3.appservice.js"},{"file_path":"chunk_30.appservice.js"},{"file_path":"chunk_31.appservice.js"},{"file_path":"chunk_32.appservice.js"},{"file_path":"chunk_33.appservice.js"},{"file_path":"chunk_34.appservice.js"},{"file_path":"chunk_35.appservice.js"},{"file_path":"chunk_36.appservice.js"},{"file_path":"chunk_37.appservice.js"},{"file_path":"chunk_38.appservice.js"},{"file_path":"chunk_39.appservice.js"},{"file_path":"chunk_4.appservice.js"},{"file_path":"chunk_40.appservice.js"},{"file_path":"chunk_41.appservice.js"},{"file_path":"chunk_5.appservice.js"},{"file_path":"chunk_6.appservice.js"},{"file_path":"chunk_7.appservice.js"},{"file_path":"chunk_8.appservice.js"},{"file_path":"chunk_9.appservice.js"},{"file_path":"common.app.js"},{"file_path":"webview.app.js"},{"file_path":"chunk_0.webview.js"},{"file_path":"chunk_1.webview.js"},{"file_path":"chunk_10.webview.js"},{"file_path":"chunk_11.webview.js"},{"file_path":"chunk_12.webview.js"},{"file_path":"chunk_13.webview.js"},{"file_path":"chunk_14.webview.js"},{"file_path":"chunk_15.webview.js"},{"file_path":"chunk_16.webview.js"},{"file_path":"chunk_17.webview.js"},{"file_path":"chunk_18.webview.js"},{"file_path":"chunk_19.webview.js"},{"file_path":"chunk_2.webview.js"},{"file_path":"chunk_20.webview.js"},{"file_path":"chunk_21.webview.js"},{"file_path":"chunk_22.webview.js"},{"file_path":"chunk_23.webview.js"},{"file_path":"chunk_24.webview.js"},{"file_path":"chunk_25.webview.js"},{"file_path":"chunk_26.webview.js"},{"file_path":"chunk_27.webview.js"},{"file_path":"chunk_28.webview.js"},{"file_path":"chunk_29.webview.js"},{"file_path":"chunk_3.webview.js"},{"file_path":"chunk_30.webview.js"},{"file_path":"chunk_31.webview.js"},{"file_path":"chunk_32.webview.js"},{"file_path":"chunk_33.webview.js"},{"file_path":"chunk_34.webview.js"},{"file_path":"chunk_35.webview.js"},{"file_path":"chunk_36.webview.js"},{"file_path":"chunk_37.webview.js"},{"file_path":"chunk_38.webview.js"},{"file_path":"chunk_39.webview.js"},{"file_path":"chunk_4.webview.js"},{"file_path":"chunk_40.webview.js"},{"file_path":"chunk_41.webview.js"},{"file_path":"chunk_5.webview.js"},{"file_path":"chunk_6.webview.js"},{"file_path":"chunk_7.webview.js"},{"file_path":"chunk_8.webview.js"},{"file_path":"chunk_9.webview.js"},{"file_path":"app-service.js"},{"file_path":"app-wxss.js"},{"file_path":"motionmodule/appservice.app.js"},{"file_path":"motionmodule/chunk_0.appservice.js"},{"file_path":"motionmodule/chunk_1.appservice.js"},{"file_path":"motionmodule/chunk_2.appservice.js"},{"file_path":"motionmodule/chunk_3.appservice.js"},{"file_path":"motionmodule/common.app.js"},{"file_path":"motionmodule/webview.app.js"},{"file_path":"motionmodule/chunk_0.webview.js"},{"file_path":"motionmodule/chunk_1.webview.js"},{"file_path":"motionmodule/chunk_2.webview.js"},{"file_path":"motionmodule/chunk_3.webview.js"},{"file_path":"motionmodule/app-service.js"},{"file_path":"motionmodule/page-frame.js"},{"file_path":"pagedevice/appservice.app.js"},{"file_path":"pagedevice/chunk_0.appservice.js"},{"file_path":"pagedevice/chunk_1.appservice.js"},{"file_path":"pagedevice/chunk_10.appservice.js"},{"file_path":"pagedevice/chunk_2.appservice.js"},{"file_path":"pagedevice/chunk_3.appservice.js"},{"file_path":"pagedevice/chunk_4.appservice.js"},{"file_path":"pagedevice/chunk_5.appservice.js"},{"file_path":"pagedevice/chunk_6.appservice.js"},{"file_path":"pagedevice/chunk_7.appservice.js"},{"file_path":"pagedevice/chunk_8.appservice.js"},{"file_path":"pagedevice/chunk_9.appservice.js"},{"file_path":"pagedevice/common.app.js"},{"file_path":"pagedevice/webview.app.js"},{"file_path":"pagedevice/chunk_0.webview.js"},{"file_path":"pagedevice/chunk_1.webview.js"},{"file_path":"pagedevice/chunk_10.webview.js"},{"file_path":"pagedevice/chunk_2.webview.js"},{"file_path":"pagedevice/chunk_3.webview.js"},{"file_path":"pagedevice/chunk_4.webview.js"},{"file_path":"pagedevice/chunk_5.webview.js"},{"file_path":"pagedevice/chunk_6.webview.js"},{"file_path":"pagedevice/chunk_7.webview.js"},{"file_path":"pagedevice/chunk_8.webview.js"},{"file_path":"pagedevice/chunk_9.webview.js"},{"file_path":"pagedevice/app-service.js"},{"file_path":"pagedevice/page-frame.js"},{"file_path":"pagescourses/appservice.app.js"},{"file_path":"pagescourses/chunk_0.appservice.js"},{"file_path":"pagescourses/chunk_1.appservice.js"},{"file_path":"pagescourses/chunk_10.appservice.js"},{"file_path":"pagescourses/chunk_11.appservice.js"},{"file_path":"pagescourses/chunk_12.appservice.js"},{"file_path":"pagescourses/chunk_13.appservice.js"},{"file_path":"pagescourses/chunk_14.appservice.js"},{"file_path":"pagescourses/chunk_15.appservice.js"},{"file_path":"pagescourses/chunk_16.appservice.js"},{"file_path":"pagescourses/chunk_17.appservice.js"},{"file_path":"pagescourses/chunk_18.appservice.js"},{"file_path":"pagescourses/chunk_19.appservice.js"},{"file_path":"pagescourses/chunk_2.appservice.js"},{"file_path":"pagescourses/chunk_20.appservice.js"},{"file_path":"pagescourses/chunk_21.appservice.js"},{"file_path":"pagescourses/chunk_22.appservice.js"},{"file_path":"pagescourses/chunk_23.appservice.js"},{"file_path":"pagescourses/chunk_24.appservice.js"},{"file_path":"pagescourses/chunk_25.appservice.js"},{"file_path":"pagescourses/chunk_26.appservice.js"},{"file_path":"pagescourses/chunk_27.appservice.js"},{"file_path":"pagescourses/chunk_28.appservice.js"},{"file_path":"pagescourses/chunk_29.appservice.js"},{"file_path":"pagescourses/chunk_3.appservice.js"},{"file_path":"pagescourses/chunk_30.appservice.js"},{"file_path":"pagescourses/chunk_31.appservice.js"},{"file_path":"pagescourses/chunk_32.appservice.js"},{"file_path":"pagescourses/chunk_33.appservice.js"},{"file_path":"pagescourses/chunk_34.appservice.js"},{"file_path":"pagescourses/chunk_35.appservice.js"},{"file_path":"pagescourses/chunk_36.appservice.js"},{"file_path":"pagescourses/chunk_37.appservice.js"},{"file_path":"pagescourses/chunk_38.appservice.js"},{"file_path":"pagescourses/chunk_39.appservice.js"},{"file_path":"pagescourses/chunk_4.appservice.js"},{"file_path":"pagescourses/chunk_40.appservice.js"},{"file_path":"pagescourses/chunk_5.appservice.js"},{"file_path":"pagescourses/chunk_6.appservice.js"},{"file_path":"pagescourses/chunk_7.appservice.js"},{"file_path":"pagescourses/chunk_8.appservice.js"},{"file_path":"pagescourses/chunk_9.appservice.js"},{"file_path":"pagescourses/common.app.js"},{"file_path":"pagescourses/webview.app.js"},{"file_path":"pagescourses/chunk_0.webview.js"},{"file_path":"pagescourses/chunk_1.webview.js"},{"file_path":"pagescourses/chunk_10.webview.js"},{"file_path":"pagescourses/chunk_11.webview.js"},{"file_path":"pagescourses/chunk_12.webview.js"},{"file_path":"pagescourses/chunk_13.webview.js"},{"file_path":"pagescourses/chunk_14.webview.js"},{"file_path":"pagescourses/chunk_15.webview.js"},{"file_path":"pagescourses/chunk_16.webview.js"},{"file_path":"pagescourses/chunk_17.webview.js"},{"file_path":"pagescourses/chunk_18.webview.js"},{"file_path":"pagescourses/chunk_19.webview.js"},{"file_path":"pagescourses/chunk_2.webview.js"},{"file_path":"pagescourses/chunk_20.webview.js"},{"file_path":"pagescourses/chunk_21.webview.js"},{"file_path":"pagescourses/chunk_22.webview.js"},{"file_path":"pagescourses/chunk_23.webview.js"},{"file_path":"pagescourses/chunk_24.webview.js"},{"file_path":"pagescourses/chunk_25.webview.js"},{"file_path":"pagescourses/chunk_26.webview.js"},{"file_path":"pagescourses/chunk_27.webview.js"},{"file_path":"pagescourses/chunk_28.webview.js"},{"file_path":"pagescourses/chunk_29.webview.js"},{"file_path":"pagescourses/chunk_3.webview.js"},{"file_path":"pagescourses/chunk_30.webview.js"},{"file_path":"pagescourses/chunk_31.webview.js"},{"file_path":"pagescourses/chunk_32.webview.js"},{"file_path":"pagescourses/chunk_33.webview.js"},{"file_path":"pagescourses/chunk_34.webview.js"},{"file_path":"pagescourses/chunk_35.webview.js"},{"file_path":"pagescourses/chunk_36.webview.js"},{"file_path":"pagescourses/chunk_37.webview.js"},{"file_path":"pagescourses/chunk_38.webview.js"},{"file_path":"pagescourses/chunk_39.webview.js"},{"file_path":"pagescourses/chunk_4.webview.js"},{"file_path":"pagescourses/chunk_40.webview.js"},{"file_path":"pagescourses/chunk_5.webview.js"},{"file_path":"pagescourses/chunk_6.webview.js"},{"file_path":"pagescourses/chunk_7.webview.js"},{"file_path":"pagescourses/chunk_8.webview.js"},{"file_path":"pagescourses/chunk_9.webview.js"},{"file_path":"pagescourses/app-service.js"},{"file_path":"pagescourses/page-frame.js"},{"file_path":"settlement/appservice.app.js"},{"file_path":"settlement/chunk_0.appservice.js"},{"file_path":"settlement/chunk_1.appservice.js"},{"file_path":"settlement/chunk_10.appservice.js"},{"file_path":"settlement/chunk_11.appservice.js"},{"file_path":"settlement/chunk_12.appservice.js"},{"file_path":"settlement/chunk_13.appservice.js"},{"file_path":"settlement/chunk_14.appservice.js"},{"file_path":"settlement/chunk_15.appservice.js"},{"file_path":"settlement/chunk_16.appservice.js"},{"file_path":"settlement/chunk_17.appservice.js"},{"file_path":"settlement/chunk_2.appservice.js"},{"file_path":"settlement/chunk_3.appservice.js"},{"file_path":"settlement/chunk_4.appservice.js"},{"file_path":"settlement/chunk_5.appservice.js"},{"file_path":"settlement/chunk_6.appservice.js"},{"file_path":"settlement/chunk_7.appservice.js"},{"file_path":"settlement/chunk_8.appservice.js"},{"file_path":"settlement/chunk_9.appservice.js"},{"file_path":"settlement/common.app.js"},{"file_path":"settlement/webview.app.js"},{"file_path":"settlement/chunk_0.webview.js"},{"file_path":"settlement/chunk_1.webview.js"},{"file_path":"settlement/chunk_10.webview.js"},{"file_path":"settlement/chunk_11.webview.js"},{"file_path":"settlement/chunk_12.webview.js"},{"file_path":"settlement/chunk_13.webview.js"},{"file_path":"settlement/chunk_14.webview.js"},{"file_path":"settlement/chunk_15.webview.js"},{"file_path":"settlement/chunk_16.webview.js"},{"file_path":"settlement/chunk_17.webview.js"},{"file_path":"settlement/chunk_2.webview.js"},{"file_path":"settlement/chunk_3.webview.js"},{"file_path":"settlement/chunk_4.webview.js"},{"file_path":"settlement/chunk_5.webview.js"},{"file_path":"settlement/chunk_6.webview.js"},{"file_path":"settlement/chunk_7.webview.js"},{"file_path":"settlement/chunk_8.webview.js"},{"file_path":"settlement/chunk_9.webview.js"},{"file_path":"settlement/app-service.js"},{"file_path":"settlement/page-frame.js"}],"unsafe_num":257,"file_total_num":258}

	解决方案
	使用专业的加固方案对微信公众号的源代码进行混淆，对字符串进行加密、对函数名称进行混淆等。


[bookmark: _Toc226617979]Apache不安全配置漏洞检测
	检测目的
	检测微信小程序是否存在Apache不安全配置漏洞。

	风险等级
	中

	威胁描述
	Apache由于其跨平台和安全性被广泛使用，是最流行的Web服务器端软件之一。.htaccess是一个纯文本文件，它里面存放着Apache服务器配置相关的指令。.htaccess主要的作用有：URL重写、自定义错误页面、MIME类型配置以及访问权限控制等。.htaccess的用途范围主要针对当前目录。.htpasswd是一个纯文本文件，它里面存放着用户名和密码，主要用于对基于HTTP用户的认证。如果未正确配置对.htaccess和.htpasswd文件的访问限制，攻击者可不经身份验证，远程下载这些文件，可能导致文件中的重要信息泄露。

	检测结果
	存在风险

	结果描述
	服务端存在Apache不安全配置漏洞。测服务器地址总数62个，检测出64个存在风险。

	检测详情
	第1处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api//.htaccess
file_path：
/appservice.app.js
第2处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api//.htpasswd
file_path：
/appservice.app.js
第3处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t/.htaccess
file_path：
/webview.app.js
第4处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t/.htaccess
file_path：
/webview.app.js
第5处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t/.htpasswd
file_path：
/webview.app.js
第6处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t/.htpasswd
file_path：
/webview.app.js
第7处:
url：
https://images.unsplash.com/photo-1483721310020-03333e577078?auto=format&fit=crop&w=320&q=80/.htaccess
file_path：
/pagescourses/chunk_36.appservice.js
第8处:
url：
https://images.unsplash.com/photo-1473091534298-04dcbce3278c?auto=format&fit=crop&w=320&q=80/.htaccess
file_path：
/pagescourses/chunk_36.appservice.js
第9处:
url：
https://images.unsplash.com/photo-1483721310020-03333e577078?auto=format&fit=crop&w=320&q=80/.htpasswd
file_path：
/pagescourses/chunk_36.appservice.js
第10处:
url：
https://images.unsplash.com/photo-1461896836934-ffe607ba8211?auto=format&fit=crop&w=320&q=80/.htaccess
file_path：
/pagescourses/chunk_36.appservice.js
第11处:
url：
https://images.unsplash.com/photo-1517849845537-4d257902454a?auto=format&fit=crop&w=320&q=80/.htaccess
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file_path：
/pagescourses/chunk_36.appservice.js
第67处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api//elmah.axd
file_path：
/appservice.app.js
第68处:
url：
https://images.unsplash.com/photo-1528715471579-d1bcf0ba5e83?auto=format&fit=crop&w=320&q=80/elmah.axd
file_path：
/pagescourses/chunk_36.appservice.js
第69处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api//elmah.axd
file_path：
/appservice.app.js
第70处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api//errorlog.axd
file_path：
/appservice.app.js
第71处:
url：
https://images.unsplash.com/photo-1528715471579-d1bcf0ba5e83?auto=format&fit=crop&w=320&q=80/errorlog.axd
file_path：
/pagescourses/chunk_36.appservice.js
第72处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api//errorlog.axd
file_path：
/appservice.app.js


	解决方案
	建议开发者自查，仅允许经过身份验证的用户访问ELMAH。


[bookmark: _Toc226617981]低危风险分析
[bookmark: _Toc226617982]密码硬编码风险
	检测目的
	检测微信小程序是否使用硬编码的密码。

	风险等级
	低

	威胁描述
	密码硬编码是指在程序中使用硬编码方式处理密码。如果密码直接硬编码在代码中，即使代码发布前进行了编译或者混淆，也能通过反编译等攻击方式查看源代码，获取代码中硬编码的密码，导致密码泄露。攻击者可以利用泄露的密码，访问一些不具有权限的系统。利用在代码中泄露未指定账户的硬编码密码，远程攻击者获取到敏感信息，可以通过访问数据库获得管理控制权限。并且程序发布上线后，后续要修改密码非常困难，需要更改源代码并重新发布，可维护性差。

	检测结果
	存在风险

	结果描述
	客户端源代码存在密码硬编码风险。测服务器地址总数0个，检测出2个存在风险。

	检测详情
	第1处:
file_path：
chunk_0.appservice.js
代码：
第1处： var url = "/pages/login/reset-password" 
第2处:
file_path：
app-service.js
代码：
第1处： var url = "/pages/login/reset-password" 

	解决方案
	建议将密码放在数据库里面保存，或者加密后保存在配置文件中，通过读取配置和数据库方式进行获取密码。


[bookmark: _Toc226617983]空加密密钥风险
	检测目的
	检测微信小程序是否使用空加密密钥。

	风险等级
	低

	威胁描述
	密码学借助加密技术对所要传送的信息进行处理，防止非法人员对数据的窃取篡改。影响密码安全性的基本因素：密码算法复杂度、密钥机密性、密钥长度。常用的加密算法大部分都已公开，所以密钥的保密程度显得至关重要。空加密密钥会削弱加密算法的安全性，导致攻击者可能成功解密所有的加密数据。

	检测结果
	存在风险

	结果描述
	客户端源代码存在空加密密钥风险。测服务器地址总数0个，检测出42个存在风险。

	检测详情
	{"unsafe_info":[{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/appservice.app.js","detail":"第1处：\nvar str_content = \"\"\n第2处：\nvar ret = \"\"\n第3处：\nvar str = \"\"\n第4处：\nvar envTips = \"\"\n第5处：\nvar result = \"\"\n第6处：\nvar osVersion = \"\"\n第7处：\nvar fullReasoning = \"\"\n第8处：\nvar query = \"\"\n第9处：\nvar commaStr = \"\"\n第10处：\nvar iconName = \"\"\n第11处：\nvar modifiersKey = \"\"\n第12处：\nvar res = \"\"\n第13处：\nvar string = \"\"\n第14处：\nvar localeLanguage = \"\"\n第15处：\nvar tips = \"\"\n第16处：\nvar tmp = \"\"\n第17处：\nvar langName = \"\"\n第18处：\nvar unit = \"\"\n第19处：\nvar content = \"\"\n第20处：\nvar platform = \"\"\n第21处：\nvar langClass = \"\"\n第22处：\nvar fullContent = \"\"\n第23处：\nvar dataStr = \"\"\n第24处：\nvar apiErrMsg = \"\"\n第25处：\nvar osName = \"\"\n第26处：\nvar buffer = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/chunk_0.appservice.js","detail":"第1处：\nvar mobile = \"\"\n第2处：\nvar formatted_address = \"\"\n第3处：\nvar address = \"\"\n第4处：\nvar tmp = \"\"\n第5处：\nvar name = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/chunk_19.appservice.js","detail":"第1处：\nvar transform = \"\"\n第2处：\nvar end = \"\"\n第3处：\nvar start = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/chunk_29.appservice.js","detail":"第1处：\nvar touchesX = \"\"\n第2处：\nvar queryInfo = \"\"\n第3处：\nvar hoverClass = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/chunk_41.appservice.js","detail":"第1处：\nvar query = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/app-service.js","detail":"第1处：\nvar str_content = \"\"\n第2处：\nvar ret = \"\"\n第3处：\nvar formatted_address = \"\"\n第4处：\nvar str = \"\"\n第5处：\nvar envTips = \"\"\n第6处：\nvar result = \"\"\n第7处：\nvar osVersion = \"\"\n第8处：\nvar fullReasoning = \"\"\n第9处：\nvar name = \"\"\n第10处：\nvar hoverClass = \"\"\n第11处：\nvar i=\"\"\n第12处：\nvar query = \"\"\n第13处：\nvar commaStr = \"\"\n第14处：\nvar mobile = \"\"\n第15处：\nvar iconName = \"\"\n第16处：\nvar modifiersKey = \"\"\n第17处：\nvar touchesX = \"\"\n第18处：\nvar end = \"\"\n第19处：\nvar queryInfo = \"\"\n第20处：\nvar res = \"\"\n第21处：\nvar string = \"\"\n第22处：\nvar localeLanguage = \"\"\n第23处：\nvar tips = \"\"\n第24处：\nvar tmp = \"\"\n第25处：\nvar langName = \"\"\n第26处：\nvar unit = \"\"\n第27处：\nvar transform = \"\"\n第28处：\nvar content = \"\"\n第29处：\nvar start = \"\"\n第30处：\nvar platform = \"\"\n第31处：\nvar t=\"\"\n第32处：\nvar langClass = \"\"\n第33处：\nvar l=\"\"\n第34处：\nvar fullContent = \"\"\n第35处：\nvar dataStr = \"\"\n第36处：\nvar apiErrMsg = \"\"\n第37处：\nvar osName = \"\"\n第38处：\nvar buffer = \"\"\n第39处：\nvar address = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3___APP___2_aad3a5a611a81842ca73adc5d90d6d88_0_dir/app-wxss.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fmotionmodule%2F_2_17d47a03cbc1f999ab4e3be6587200c4_0_dir/motionmodule/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fmotionmodule%2F_2_17d47a03cbc1f999ab4e3be6587200c4_0_dir/motionmodule/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fmotionmodule%2F_2_17d47a03cbc1f999ab4e3be6587200c4_0_dir/motionmodule/app-service.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fmotionmodule%2F_2_17d47a03cbc1f999ab4e3be6587200c4_0_dir/motionmodule/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/appservice.app.js","detail":"第1处：\nvar envTips = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_1.appservice.js","detail":"第1处：\nvar APPID = \"\"\n第2处：\nvar dd = \"\"\n第3处：\nvar m = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_10.appservice.js","detail":"第1处：\nvar dateText = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_2.appservice.js","detail":"第1处：\nvar APPID = \"\"\n第2处：\nvar mac = \"\"\n第3处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_3.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_4.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_5.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/chunk_8.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar dd = \"\"\n第3处：\nvar m = \"\"\n第4处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/app-service.js","detail":"第1处：\nvar envTips = \"\"\n第2处：\nvar APPID = \"\"\n第3处：\nvar t=\"\"\n第4处：\nvar dd = \"\"\n第5处：\nvar mac = \"\"\n第6处：\nvar m = \"\"\n第7处：\nvar text = \"\"\n第8处：\nvar l=\"\"\n第9处：\nvar i=\"\"\n第10处：\nvar dateText = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagedevice%2F_2_5e4b24567967f97973d1a4aeaa72f4e6_0_dir/pagedevice/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/appservice.app.js","detail":"第1处：\nvar o=\"\"\n第2处：\nvar r=\"\"\n第3处：\nvar s=\"\"\n第4处：\nvar v=\"\"\n第5处：\nvar u=\"\"\n第6处：\nvar t=\"\"\n第7处：\nvar a=\"\"\n第8处：\nvar h=\"\"\n第9处：\nvar n=\"\"\n第10处：\nvar i=\"\"\n第11处：\nvar l=\"\"\n第12处：\nvar e=\"\"\n第13处：\nvar Rp=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_1.appservice.js","detail":"第1处：\nvar id = \"\"\n第2处：\nvar month = \"\"\n第3处：\nvar day = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_10.appservice.js","detail":"第1处：\nvar dayText = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_15.appservice.js","detail":"第1处：\nvar month = \"\"\n第2处：\nvar day = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_2.appservice.js","detail":"第1处：\nvar dateStr = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_24.appservice.js","detail":"第1处：\nvar formattedDate = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_26.appservice.js","detail":"第1处：\nvar speedStatus = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/chunk_7.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/app-service.js","detail":"第1处：\nvar id = \"\"\n第2处：\nvar o=\"\"\n第3处：\nvar r=\"\"\n第4处：\nvar s=\"\"\n第5处：\nvar v=\"\"\n第6处：\nvar u=\"\"\n第7处：\nvar t=\"\"\n第8处：\nvar a=\"\"\n第9处：\nvar dateStr = \"\"\n第10处：\nvar h=\"\"\n第11处：\nvar speedStatus = \"\"\n第12处：\nvar n=\"\"\n第13处：\nvar text = \"\"\n第14处：\nvar l=\"\"\n第15处：\nvar i=\"\"\n第16处：\nvar formattedDate = \"\"\n第17处：\nvar e=\"\"\n第18处：\nvar month = \"\"\n第19处：\nvar Rp=\"\"\n第20处：\nvar day = \"\"\n第21处：\nvar mac = \"\"\n第22处：\nvar dayText = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fpagescourses%2F_2_e783cebc96cf9eaa012bcdffd46b1894_0_dir/pagescourses/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fsettlement%2F_2_97956aaf50b0a772a3ac05aa61efdf96_0_dir/settlement/chunk_13.appservice.js","detail":"第1处：\nvar start = \"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fsettlement%2F_2_97956aaf50b0a772a3ac05aa61efdf96_0_dir/settlement/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fsettlement%2F_2_97956aaf50b0a772a3ac05aa61efdf96_0_dir/settlement/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fsettlement%2F_2_97956aaf50b0a772a3ac05aa61efdf96_0_dir/settlement/app-service.js","detail":"第1处：\nvar start = \"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"/zywa/ijiami/applet_out/wx658d53faa96baef3/wx658d53faa96baef3_%2Fsettlement%2F_2_97956aaf50b0a772a3ac05aa61efdf96_0_dir/settlement/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"}],"unsafe_num":42,"file_total_num":0}

	解决方案
	建议使用随机生成的字符串作为密钥，不要使用空密钥。


[bookmark: _Toc226617984]在注释中硬编码密码风险
	检测目的
	检测微信小程序是否在注释中硬编码密码。

	风险等级
	低

	威胁描述
	在注释中存储密码详细信息等同于对密码进行硬编码，拥有代码权限的人都可以查看到密码，可以使用密码访问一些不具有权限的系统。利用在注释中泄露未指定账户的硬编码密码，远程攻击者获取到敏感信息，可以通过访问数据库获得管理控制权限。并且程序发布上线后，后续要修改密码非常困难，需要更改源代码并重新发布，可维护性差。

	检测结果
	存在风险

	结果描述
	客户端源代码存在在注释中硬编码密码风险。测服务器地址总数0个，检测出3个存在风险。

	检测详情
	第1处:
file_path：
appservice.app.js
代码：
第1处： //# sourceMappingURL=../../.sourcemap/mp-weixin/utils/force-password.js.map 
第2处:
file_path：
chunk_18.appservice.js
代码：
第1处： //# sourceMappingURL=../../../.sourcemap/mp-weixin/pages/login/reset-password.js.map 
第3处:
file_path：
app-service.js
代码：
第1处： //# sourceMappingURL=../../../.sourcemap/mp-weixin/pages/login/reset-password.js.map 第2处： //# sourceMappingURL=../../.sourcemap/mp-weixin/utils/force-password.js.map 

	解决方案
	建议删除注释中的密码信息；将密码放在数据库里面保存，或者加密后保存在配置文件中，通过读取配置和数据库方式进行获取密码。


[bookmark: _Toc226617985]使用空密码风险
	检测目的
	检测微信小程序是否使用空密码。

	风险等级
	低

	威胁描述
	如果将密码变量初始化为空字符串，并且程序没有对密码是否为空字符串进行判断，攻击者可以通过空密码访问应用程序，窃取或者篡改敏感数据。

	检测结果
	存在风险

	结果描述
	客户端源代码存在使用空密码风险。测服务器地址总数257个，检测出42个存在风险。

	检测详情
	{"unsafe_info":[{"file_path":"appservice.app.js","detail":"第1处：\nvar str_content = \"\"\n第2处：\nvar ret = \"\"\n第3处：\nvar str = \"\"\n第4处：\nvar envTips = \"\"\n第5处：\nvar result = \"\"\n第6处：\nvar osVersion = \"\"\n第7处：\nvar fullReasoning = \"\"\n第8处：\nvar query = \"\"\n第9处：\nvar commaStr = \"\"\n第10处：\nvar iconName = \"\"\n第11处：\nvar modifiersKey = \"\"\n第12处：\nvar res = \"\"\n第13处：\nvar string = \"\"\n第14处：\nvar localeLanguage = \"\"\n第15处：\nvar tips = \"\"\n第16处：\nvar tmp = \"\"\n第17处：\nvar langName = \"\"\n第18处：\nvar unit = \"\"\n第19处：\nvar content = \"\"\n第20处：\nvar platform = \"\"\n第21处：\nvar langClass = \"\"\n第22处：\nvar fullContent = \"\"\n第23处：\nvar dataStr = \"\"\n第24处：\nvar apiErrMsg = \"\"\n第25处：\nvar osName = \"\"\n第26处：\nvar buffer = \"\"\n"},{"file_path":"chunk_0.appservice.js","detail":"第1处：\nvar mobile = \"\"\n第2处：\nvar formatted_address = \"\"\n第3处：\nvar address = \"\"\n第4处：\nvar tmp = \"\"\n第5处：\nvar name = \"\"\n"},{"file_path":"chunk_19.appservice.js","detail":"第1处：\nvar transform = \"\"\n第2处：\nvar end = \"\"\n第3处：\nvar start = \"\"\n"},{"file_path":"chunk_29.appservice.js","detail":"第1处：\nvar touchesX = \"\"\n第2处：\nvar queryInfo = \"\"\n第3处：\nvar hoverClass = \"\"\n"},{"file_path":"chunk_41.appservice.js","detail":"第1处：\nvar query = \"\"\n"},{"file_path":"common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"app-service.js","detail":"第1处：\nvar str_content = \"\"\n第2处：\nvar ret = \"\"\n第3处：\nvar formatted_address = \"\"\n第4处：\nvar str = \"\"\n第5处：\nvar envTips = \"\"\n第6处：\nvar result = \"\"\n第7处：\nvar osVersion = \"\"\n第8处：\nvar fullReasoning = \"\"\n第9处：\nvar name = \"\"\n第10处：\nvar hoverClass = \"\"\n第11处：\nvar i=\"\"\n第12处：\nvar query = \"\"\n第13处：\nvar commaStr = \"\"\n第14处：\nvar mobile = \"\"\n第15处：\nvar iconName = \"\"\n第16处：\nvar modifiersKey = \"\"\n第17处：\nvar touchesX = \"\"\n第18处：\nvar end = \"\"\n第19处：\nvar queryInfo = \"\"\n第20处：\nvar res = \"\"\n第21处：\nvar string = \"\"\n第22处：\nvar localeLanguage = \"\"\n第23处：\nvar tips = \"\"\n第24处：\nvar tmp = \"\"\n第25处：\nvar langName = \"\"\n第26处：\nvar unit = \"\"\n第27处：\nvar transform = \"\"\n第28处：\nvar content = \"\"\n第29处：\nvar start = \"\"\n第30处：\nvar platform = \"\"\n第31处：\nvar t=\"\"\n第32处：\nvar langClass = \"\"\n第33处：\nvar l=\"\"\n第34处：\nvar fullContent = \"\"\n第35处：\nvar dataStr = \"\"\n第36处：\nvar apiErrMsg = \"\"\n第37处：\nvar osName = \"\"\n第38处：\nvar buffer = \"\"\n第39处：\nvar address = \"\"\n"},{"file_path":"app-wxss.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"motionmodule/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"motionmodule/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"motionmodule/app-service.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"motionmodule/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"pagedevice/appservice.app.js","detail":"第1处：\nvar envTips = \"\"\n"},{"file_path":"pagedevice/chunk_1.appservice.js","detail":"第1处：\nvar APPID = \"\"\n第2处：\nvar dd = \"\"\n第3处：\nvar m = \"\"\n"},{"file_path":"pagedevice/chunk_10.appservice.js","detail":"第1处：\nvar dateText = \"\"\n"},{"file_path":"pagedevice/chunk_2.appservice.js","detail":"第1处：\nvar APPID = \"\"\n第2处：\nvar mac = \"\"\n第3处：\nvar text = \"\"\n"},{"file_path":"pagedevice/chunk_3.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"pagedevice/chunk_4.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"pagedevice/chunk_5.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"pagedevice/chunk_8.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar dd = \"\"\n第3处：\nvar m = \"\"\n第4处：\nvar text = \"\"\n"},{"file_path":"pagedevice/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"pagedevice/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"pagedevice/app-service.js","detail":"第1处：\nvar envTips = \"\"\n第2处：\nvar APPID = \"\"\n第3处：\nvar t=\"\"\n第4处：\nvar dd = \"\"\n第5处：\nvar mac = \"\"\n第6处：\nvar m = \"\"\n第7处：\nvar text = \"\"\n第8处：\nvar l=\"\"\n第9处：\nvar i=\"\"\n第10处：\nvar dateText = \"\"\n"},{"file_path":"pagedevice/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"pagescourses/appservice.app.js","detail":"第1处：\nvar o=\"\"\n第2处：\nvar r=\"\"\n第3处：\nvar s=\"\"\n第4处：\nvar v=\"\"\n第5处：\nvar u=\"\"\n第6处：\nvar t=\"\"\n第7处：\nvar a=\"\"\n第8处：\nvar h=\"\"\n第9处：\nvar n=\"\"\n第10处：\nvar i=\"\"\n第11处：\nvar l=\"\"\n第12处：\nvar e=\"\"\n第13处：\nvar Rp=\"\"\n"},{"file_path":"pagescourses/chunk_1.appservice.js","detail":"第1处：\nvar id = \"\"\n第2处：\nvar month = \"\"\n第3处：\nvar day = \"\"\n"},{"file_path":"pagescourses/chunk_10.appservice.js","detail":"第1处：\nvar dayText = \"\"\n"},{"file_path":"pagescourses/chunk_15.appservice.js","detail":"第1处：\nvar month = \"\"\n第2处：\nvar day = \"\"\n"},{"file_path":"pagescourses/chunk_2.appservice.js","detail":"第1处：\nvar dateStr = \"\"\n"},{"file_path":"pagescourses/chunk_24.appservice.js","detail":"第1处：\nvar formattedDate = \"\"\n"},{"file_path":"pagescourses/chunk_26.appservice.js","detail":"第1处：\nvar speedStatus = \"\"\n"},{"file_path":"pagescourses/chunk_7.appservice.js","detail":"第1处：\nvar mac = \"\"\n第2处：\nvar text = \"\"\n"},{"file_path":"pagescourses/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"pagescourses/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"pagescourses/app-service.js","detail":"第1处：\nvar id = \"\"\n第2处：\nvar o=\"\"\n第3处：\nvar r=\"\"\n第4处：\nvar s=\"\"\n第5处：\nvar v=\"\"\n第6处：\nvar u=\"\"\n第7处：\nvar t=\"\"\n第8处：\nvar a=\"\"\n第9处：\nvar dateStr = \"\"\n第10处：\nvar h=\"\"\n第11处：\nvar speedStatus = \"\"\n第12处：\nvar n=\"\"\n第13处：\nvar text = \"\"\n第14处：\nvar l=\"\"\n第15处：\nvar i=\"\"\n第16处：\nvar formattedDate = \"\"\n第17处：\nvar e=\"\"\n第18处：\nvar month = \"\"\n第19处：\nvar Rp=\"\"\n第20处：\nvar day = \"\"\n第21处：\nvar mac = \"\"\n第22处：\nvar dayText = \"\"\n"},{"file_path":"pagescourses/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"settlement/chunk_13.appservice.js","detail":"第1处：\nvar start = \"\"\n"},{"file_path":"settlement/common.app.js","detail":"第1处：\nvar t=\"\"\n第2处：\nvar l=\"\"\n第3处：\nvar i=\"\"\n"},{"file_path":"settlement/webview.app.js","detail":"第1处：\nvar res=\"\"\n"},{"file_path":"settlement/app-service.js","detail":"第1处：\nvar start = \"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"},{"file_path":"settlement/page-frame.js","detail":"第1处：\nvar res=\"\"\n第2处：\nvar t=\"\"\n第3处：\nvar l=\"\"\n第4处：\nvar i=\"\"\n"}],"unsafe_num":42,"file_total_num":257}

	解决方案
	建议对空密码进行判断，防止使用空密码绕过验证。


[bookmark: _Toc226617986]HTTP COPY方法使用风险
	检测目的
	检测微信小程序服务器是否开启HTTP COPY方法。

	风险等级
	低

	威胁描述
	COPY方法请求服务器将指定的页面拷贝至另一个网络地址。恶意攻击者可以通过COPY方法拷贝重要页面，分析代码逻辑，窃取用户敏感信息。

	检测结果
	存在风险

	结果描述
	该小程序的服务端开启了HTTP COPY方法，存在风险。测服务器地址总数62个，检测出31个存在风险。

	检测详情
	第1处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/c/font_2282770_528zm6himwn.ttf?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 28960 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA1605C2D3535A3E6EB < Vary: Origin < Accept-Ranges: bytes < ETag: "14470AFCD0DAD7105A577295D90D4E80" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 1486298429515559656 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: FEcK/NDa1xBaV3KV2Q1OgA== < x-oss-server-time: 15 < Via: cache51.l2cn2632[0,0,200-0,H], cache58.l2cn2632[1,0], cache23.cn8738[19,18,200-0,M], cache10.cn8738[20,0] < Age: 24 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:21 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530f17756356412363134e <    0 28960    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第2处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to jc.yyangpt.cn port 443 (#0) *   Trying 39.105.100.82... * Connected to jc.yyangpt.cn (39.105.100.82) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jc.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:21 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host jc.yyangpt.cn left intact 
第3处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/font_985780_km7mi63cihi.svg?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 3693 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA131BAFF35374056BB < Vary: Origin < Accept-Ranges: bytes < ETag: "86B97D0CE67A4A63176F18D859629566" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 4457940599139339671 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: hrl9DOZ6SmMXbxjYWWKVZg== < x-oss-server-time: 40 < Via: cache3.l2cn2632[0,0,200-0,H], cache49.l2cn2632[0,0], cache3.cn8738[20,20,200-0,M], cache19.cn8738[21,0] < Age: 24 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:21 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec531817756356414272294e <    0  3693    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第4处:
url：
https://dummyimage.com/180x140/edf4ff/3949ab&text=Cold+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0> COPY /180x140/edf4ff/3949ab&text=Cold+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:22 GMT < Content-Type: image/png < Content-Length: 778 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:22 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:22 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=qtNpDdyDneZxRuXaE3QMPia85ZVFPx%2F0RTTRc494yc7o4VxLdQhu4KgNSkvcHqwK6XYEr4gnyOTTgOBdQBv3HP5uir09snsKvDgIsg%2BY01fWShrK1O%2FAnnYbq85wUxEsww%3D%3D"}]} < CF-RAY: 9e8fc72a08f28626-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/edf4ff/3949ab&text=Cold+B (zero-length body)   0   778    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第5处:
url：
https://dummyimage.com/160x120/eaeaea/999999&text=No+Image
file_path：
/settlement/chunk_0.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /160x120/eaeaea/999999&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:22 GMT < Content-Type: image/png < Content-Length: 721 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:22 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:22 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=Ghb3hfbSgrfvJfOpydZkVl13%2B9ohwAtvU89PC7%2BwL%2FMzQz083WdG0DhU5OqH3dyaCadGH%2FIqockbFgA%2F53TLXVCgPaO99UIrvOws%2FbBe1SdJdHPBlzXyfXEFTfHmCyh%2BMg%3D%3D"}]} < CF-RAY: 9e8fc72bb97ca425-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 210 url = /160x120/eaeaea/999999&text=No+Image (zero-length body)   0   721    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第6处:
url：
https://dummyimage.com/180x140/fbe9e7/ff7043&text=Soup+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/fbe9e7/ff7043&text=Soup+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:22 GMT < Content-Type: image/png < Content-Length: 855 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:22 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:22 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=xQuBPAXYB0HEK08cd6vHVpp1pwKQM6T1GSHOMbnJkV3hejIdG7R9eslN5Y2AXDrJ5PSgYUP31oyBInaDFgssHTQNP%2Fi2VX6NQ%2BUAXcnCY4fiAMMwLXWMGU6XMWS0arUgVw%3D%3D"}]} < CF-RAY: 9e8fc72ccecda99e-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 220 url = /180x140/fbe9e7/ff7043&text=Soup+A (zero-length body)   0   855    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第7处:
url：
https://dummyimage.com/180x140/fff9e6/ffca28&text=Fruit+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/fff9e6/ffca28&text=Fruit+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:22 GMT < Content-Type: image/png < Content-Length: 563 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:22 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:22 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=pg13%2BSu3pZ8kRvye2%2FcSdNrfBdyIck1MHeCMz0xdc%2F2PY2Y61%2FLI%2Fq6F5dVbtfJR0AUXia56JOVxRlhuV%2FimFJr%2Bx422vaeP%2B9DRhh6L6KXAJPovGPk24%2BkhrcgPR2GnXQ%3D%3D"}]} < CF-RAY: 9e8fc72f1c108e7d-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 206 url = /180x140/fff9e6/ffca28&text=Fruit+B (zero-length body)   0   563    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   563    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第8处:
url：
https://aihntzy.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aihntzy.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aihntzy.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aihntzy.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:23 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aihntzy.yyangpt.cn left intact 
第9处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.svg?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/c/font_2282770_528zm6himwn.svg?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: image/svg+xml < Content-Length: 134730 < Connection: keep-alive < Vary: Accept-Encoding < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA159DE0D3830B6ABBA < Vary: Origin < Accept-Ranges: bytes < ETag: "5CB8D9FFC03230DE7291D9FA1E62D5B8" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 282801607286022144 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: XLjZ/8AyMN5ykdn6HmLVuA== < x-oss-server-time: 23 < Via: cache18.l2cn2632[0,0,200-0,H], cache51.l2cn2632[1,0], cache14.cn8738[17,17,200-0,M], cache7.cn8738[19,0] < Age: 26 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:23 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530c17756356432758677e <    0  131k    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第10处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.eot?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/font_985780_km7mi63cihi.eot?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 2132 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA16AD0C43334459FBF < Vary: Origin < Accept-Ranges: bytes < ETag: "20CEBFCC12E967192449B96B920DA4A2" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 16662273687570313027 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: IM6/zBLpZxkkSblrkg2kog== < x-oss-server-time: 23 < Via: cache39.l2cn2632[0,0,200-0,H], cache13.l2cn2632[1,0], cache11.cn8738[17,16,200-0,M], cache16.cn8738[19,0] < Age: 26 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:23 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec531517756356435734202e <    0  2132    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第11处:
url：
https://dummyimage.com/180x140/fef0e6/ffb74d&text=Soup+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/fef0e6/ffb74d&text=Soup+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:24 GMT < Content-Type: image/png < Content-Length: 837 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:24 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:24 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=sAa%2BcSw0H5j4oKogo3nkZAIfYiJWm9cwsIgs4zDzvQmJpIbaHuT%2BcRd6BPk9FIK0HXqkoPYwjhWT%2B3b2aecosqPexwa3R%2BOXGl94niWp4q1f26smzuoUUxch%2B%2FADRDlbug%3D%3D"}]} < CF-RAY: 9e8fc7385a75cb7d-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 212 url = /180x140/fef0e6/ffb74d&text=Soup+C (zero-length body)   0   837    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第12处:
url：
https://dummyimage.com/180x140/fffde7/ffd54f&text=Fruit+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/fffde7/ffd54f&text=Fruit+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:24 GMT < Content-Type: image/png < Content-Length: 556 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:24 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:24 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=ilBs%2FRKupgt30F0kRWDio36CRVhNj4NTVbgIHY%2F7oJRm479ggq78pdeBB73ukFfnpdJp1S1QHHuP3iG3MUmI5sC1Bl0O3%2FkgjdT%2BXTlIAuguGymYvMpnhKfm%2BqiGUReALg%3D%3D"}]} < CF-RAY: 9e8fc73a9904446c-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 214 url = /180x140/fffde7/ffd54f&text=Fruit+C (zero-length body)   0   556    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   556    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第13处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.woff?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/font_985780_km7mi63cihi.woff?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 1272 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA11F32A837358360FE < Vary: Origin < Accept-Ranges: bytes < ETag: "F947EB7113625BFBFAB530187A86CABC" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 952422869667479384 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: +UfrcRNiW/v6tTAYeobKvA== < x-oss-server-time: 2 < Via: cache1.l2cn2632[0,0,200-0,H], cache51.l2cn2632[1,0], cache13.cn8738[17,17,200-0,M], cache28.cn8738[19,0] < Age: 28 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:25 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec532117756356450123433e <    0  1272    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第14处:
url：
https://dummyimage.com/180x140/fff7e6/ffa726&text=Fruit+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/fff7e6/ffa726&text=Fruit+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:25 GMT < Content-Type: image/png < Content-Length: 590 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:25 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:25 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=wmc2X8bTbgP%2FJOeSEXwKpCxNaBKtBtIgQrmo6Bx9Zukv0zHgKCTOG2GHwfYou6Dj85K3SwLnCVpYGzcv2X2ZTY1YN%2Fo%2FpBYHON1WpndRzjdizkJ43IgD1wQtByLo8f8JnA%3D%3D"}]} < CF-RAY: 9e8fc73e899a7e62-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/fff7e6/ffa726&text=Fruit+A (zero-length body)   0   590    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第15处:
url：
https://dummyimage.com/180x140/eff4ff/607d8b&text=Veg+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/eff4ff/607d8b&text=Veg+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:26 GMT < Content-Type: image/png < Content-Length: 1005 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:26 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:26 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=tlJqQ%2BwrzcBRN1w%2F2pcFdeX1EBtzgt0mZhgLlVU8svq3Fq2zCcAagw8I9eMp6V4muUU8Zfy6FYCnjMT291ycZSAfk50DtgR5w6BEyZ%2FQsx%2FHIh88SOI7FJE9BzkKZZXAfQ%3D%3D"}]} < CF-RAY: 9e8fc7484beff7a9-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 215 url = /180x140/eff4ff/607d8b&text=Veg+C (zero-length body)   0  1005    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0  1005    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第16处:
url：
https://gfkjyysx.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to gfkjyysx.yyangpt.cn port 443 (#0) *   Trying 123.56.94.183... * Connected to gfkjyysx.yyangpt.cn (123.56.94.183) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: gfkjyysx.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:27 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 33 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host gfkjyysx.yyangpt.cn left intact 
第17处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/c/font_2282770_528zm6himwn.woff?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 19032 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA198E9303433015AE1 < Vary: Origin < Accept-Ranges: bytes < ETag: "A7A6BC0EDEF5B799C2597F8AD4215091" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 10041352080280158933 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: p6a8Dt71t5nCWX+K1CFQkQ== < x-oss-server-time: 13 < Via: cache25.l2cn2632[0,0,200-0,H], cache29.l2cn2632[0,0], cache28.cn8738[21,21,200-0,M], cache4.cn8738[22,0] < Age: 30 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:27 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530917756356473261285e <    0 19032    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第18处:
url：
https://aishzhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aishzhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aishzhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aishzhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:27 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aishzhct.yyangpt.cn left intact 
第19处:
url：
https://aizhctdev.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* About to connect() to aizhctdev.yyangpt.cn port 443 (#0) *   Trying 101.200.165.56...   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* Connected to aizhctdev.yyangpt.cn (101.200.165.56) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhctdev.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:28 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < Strict-Transport-Security: max-age=31536000 <  * Excess found in a non pipelined read: excess = 28 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host aizhctdev.yyangpt.cn left intact 
第20处:
url：
https://api.coze.cn/v3/chat
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to api.coze.cn port 443 (#0) *   Trying 119.167.189.160... * Connected to api.coze.cn (119.167.189.160) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.coze.cn * 	start date: Jan 19 00:00:00 2026 GMT * 	expire date: Jan 18 23:59:59 2027 GMT * 	common name: *.coze.cn * 	issuer: CN=RapidSSL TLS RSA CA G1,OU=www.digicert.com,O=DigiCert Inc,C=US > COPY /v3/chat HTTP/1.1 > User-Agent: curl/7.29.0 > Host: api.coze.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: volc-dcdn < Content-Type: application/json; charset=utf-8 < Content-Length: 232 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:07:28 GMT < Vary: Accept-Encoding < X-Tt-Logid: 20260408160728C3B5B438DF22493D6999 < Access-Control-Expose-Headers: x-tt-logid < Strict-Transport-Security: max-age=31536000; includeSubDomains < server-timing: inner; dur=6, cdn-cache;desc=MISS, origin;dur=86, edge;dur=0 < x-tt-trace-host: 0100eacc39186643089a66e3eb6befb9f36e65b37f2d58ea222f45f5a97f2f1204638ac18e1e95ec29b6ce1a9d13d6af0f916e1eb42fdd01e59abca894fe327ecf88f3925eb0ad501c62700ee1bb6bd5790e6b4b26a0d6ad561b0a13793eaae147 < x-tt-trace-tag: id=5 < x-tt-trace-id: 00-6c21d08603010c4e53ab8424ef680000-6c21d08603010c4e-01 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: false < Access-Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS < Access-Control-Allow-Headers: Origin,Content-Type,Content-Length,Authorization,x-tt-env,x-use-ppe,x-use-boe,X-Coze-Connector-ID,X-Coze-Client-User-Agent,X-Coze-Resource-Entity,open-nginx < via: n157-059-210.qdmpcu.Creative < x-request-ip: 122.114.40.6 < x-dsa-trace-id: 17756356488b1024833b7cd836d2d2b5a98ee12ce4 < X-Dsa-Origin-Status: 200 <  * Excess found in a non pipelined read: excess = 232 url = /v3/chat (zero-length body)   0   232    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host api.coze.cn left intact 
第21处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff2?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/c/font_2282770_528zm6himwn.woff2?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: font/woff2 < Content-Length: 16568 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA19DDDB03039DB495E < Vary: Origin < Accept-Ranges: bytes < ETag: "758C163F0A164240AD51FCA61B73CB2D" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 6923847825504412847 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: dYwWPwoWQkCtUfymG3PLLQ== < x-oss-server-time: 6 < Via: cache16.l2cn2632[0,0,200-0,H], cache45.l2cn2632[0,0], cache12.cn8738[17,16,200-0,M], cache15.cn8738[21,0] < Age: 31 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:28 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec531417756356483253503e <  * Excess found in a non pipelined read: excess = 15516 url = /t/c/font_2282770_528zm6himwn.woff2?t (zero-length body)   0 16568    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第22处:
url：
https://dummyimage.com/180x140/f1f8ff/5c6bc0&text=Cold+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/f1f8ff/5c6bc0&text=Cold+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:28 GMT < Content-Type: image/png < Content-Length: 709 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:28 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:28 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=iDB%2BDTn%2BYUN5pwV4hQ%2Fe1MIx2Vxu6kCjRjW1m9V7%2BUdgwbFOO1255SkI5nHQ0m3yPbPKXCPLqlaiRv7eLmQdD7PRgNAocg8PNwxY7Sx1Vn%2BHVeG6VEH%2Fnc38JeaG4x4LHQ%3D%3D"}]} < CF-RAY: 9e8fc7521f8fb1ab-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 212 url = /180x140/f1f8ff/5c6bc0&text=Cold+C (zero-length body)   0   709    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第23处:
url：
https://zhdc.shoutonghuicheng.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to zhdc.shoutonghuicheng.cn port 443 (#0) *   Trying 112.126.63.206... * Connected to zhdc.shoutonghuicheng.cn (112.126.63.206) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=zhdc.shoutonghuicheng.cn * 	start date: Mar 04 00:00:00 2026 GMT * 	expire date: Mar 04 23:59:59 2027 GMT * 	common name: zhdc.shoutonghuicheng.cn * 	issuer: CN=WoTrus RSA DV SSL CA 2,O=WoTrus CA Limited,C=CN > COPY /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: zhdc.shoutonghuicheng.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:28 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 0 < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: nosniff < Content-Security-Policy: manifest-src 'self' < X_NO_CACHE: 1 <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host zhdc.shoutonghuicheng.cn left intact 
第24处:
url：
https://saidi.yyangpt.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to saidi.yyangpt.cn port 443 (#0) *   Trying 39.105.100.82... * Connected to saidi.yyangpt.cn (39.105.100.82) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: saidi.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:29 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host saidi.yyangpt.cn left intact 
第25处:
url：
https://dummyimage.com/180x140/f0f3f9/9aa7c2&text=No+Image
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/f0f3f9/9aa7c2&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:29 GMT < Content-Type: image/png < Content-Length: 794 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:29 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:29 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=v%2FvKL8WyRE2eXqVjuv7P7c911aOT3P%2B3QeDP9%2FnOlfzOdZvEZ80tUMiZpQ7eGqVOChBLc6Pm6UHRqZXfNusDilGOf4JeLDmphC5n7r7sg0SUjvSPYG3rHDc6R%2BdaeTX8dw%3D%3D"}]} < CF-RAY: 9e8fc75abfe8862c-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/f0f3f9/9aa7c2&text=No+Image (zero-length body)   0   794    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   794    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第26处:
url：
https://dummyimage.com/180x140/f2f8e9/4caf50&text=Veg+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200...   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0> COPY /180x140/f2f8e9/4caf50&text=Veg+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:30 GMT < Content-Type: image/png < Content-Length: 1030 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:29 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:29 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=yp2fy1E8SOCbdrzpnCmWMa9XRcjJy3totSeZnbBSdwLCdJXxnVTGH00L0X0WbrcOn16ZiTY5IMR4OnLJYwh3b69100eDHJScMZqKZB08efitv20y33vXK%2B74YN8u49b0QQ%3D%3D"}]} < CF-RAY: 9e8fc75bdd77a102-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 221 url = /180x140/f2f8e9/4caf50&text=Veg+A (zero-length body)   0  1030    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第27处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.ttf?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > COPY /t/font_985780_km7mi63cihi.ttf?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 1964 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA19DDDB03230984A5E < Vary: Origin < Accept-Ranges: bytes < ETag: "845087E2AE32EFA3F0BD38F329D162E0" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 15960271469463089981 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: hFCH4q4y76PwvTjzKdFi4A== < x-oss-server-time: 5 < Via: cache8.l2cn2632[0,0,200-0,H], cache55.l2cn2632[0,0], cache20.cn8738[25,25,200-0,M], cache2.cn8738[26,0] < Age: 33 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:30 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530717756356504394480e <  * Excess found in a non pipelined read: excess = 1964 url = /t/font_985780_km7mi63cihi.ttf?t (zero-length body)   0  1964    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第28处:
url：
https://dummyimage.com/180x140/e8f5ff/1e88e5&text=Cold+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/e8f5ff/1e88e5&text=Cold+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:30 GMT < Content-Type: image/png < Content-Length: 802 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:30 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:30 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=Qua7KZh3lC370X0ycBvbN2WP97bUSbGTMMvVE2E2p7Zxw5%2BLAVSxr5UN3bDjtFAao2Wj7n%2F7k7%2BeMT9XLH5K4lWroHPb3vPABq52CWrIqEXzJhwm3ewdh0Pb0o2Rp0Q6yg%3D%3D"}]} < CF-RAY: 9e8fc75ef9745730-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/e8f5ff/1e88e5&text=Cold+A (zero-length body)   0   802    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第29处:
url：
https://dummyimage.com/180x140/f5f1e0/8bc34a&text=Veg+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > COPY /180x140/f5f1e0/8bc34a&text=Veg+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:30 GMT < Content-Type: image/png < Content-Length: 1025 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:30 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:30 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=3BoTReqKQqAsewVSmNfQg5tC%2FFAurNDl7W6tYeX%2FPQIEX94VhKWAgjt1eWiBrWFHTgPTPNm3BHABZDgUvJPSkqC0X23aQzLSAJB70jBQOsHSZKwhzqKULNo0Tf5hwDhKog%3D%3D"}]} < CF-RAY: 9e8fc75f0cbf4fd6-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 219 url = /180x140/f5f1e0/8bc34a&text=Veg+B (zero-length body)   0  1025    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第30处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to jgswct.i-wnd.cn port 8453 (#0) *   Trying 36.153.229.227... * Connected to jgswct.i-wnd.cn (36.153.229.227) port 8453 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.i-wnd.cn * 	start date: Mar 31 07:34:10 2025 GMT * 	expire date: May 02 07:34:09 2026 GMT * 	common name: *.i-wnd.cn * 	issuer: CN=GlobalSign GCC R3 DV TLS CA 2020,O=GlobalSign nv-sa,C=BE > COPY /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jgswct.i-wnd.cn:8453 > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:30 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options:: nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host jgswct.i-wnd.cn left intact 
第31处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* About to connect() to aizhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86...   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* Connected to aizhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > COPY /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:32 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host aizhct.yyangpt.cn left intact 

	解决方案
	建议服务器禁用HTTP COPY方法。


[bookmark: _Toc226617987]AES加密算法不安全使用风险
	检测目的
	检测微信小程序中使用AES加密算法时是否使用了不安全的加密模式。

	风险等级
	低

	威胁描述
	AES是常用的对称加密算法，其工作模式有ECB、CBC、CFB和OFB。当其使用ECB或OFB工作模式时，加密数据可能被选择明文攻击CPA破解，导致加密方法失效。加密方法失效可能造成客户端隐私数据泄露、加密文件破解、传输数据被获取、中间人攻击等后果，导致用户敏感信息被窃取。

	检测结果
	存在风险

	结果描述
	客户端源代码存在AES加密算法不安全使用风险。测服务器地址总数3个，检测出3个存在风险。

	检测详情
	第1处:
file_path：
chunk_26.webview.js
代码：
第1处： QAAUAAAKJAswAAACPAokCzAAAAesAMgEIAAACAAUDAAAAAAAAAAAA 第2处： RAAYAAAAAA5MC/wAmAC8AOABCAEsAVAAAJSInIyYnJicxJicmNz4B 第3处： SGBEBAAADAAAAAAOBAtYAGAAuAEsAAAEyFh8BITIeARURFA4BIyEi 第4处： BKx3+FR4qKh4OExMOJUAlJUAlAeslPyYmPyUCSKYREaYJHBMKf/6a 第5处： GSIIKAIyRgQBJT4mAR4lQScBPAEsIf7kIS8CLSAFARggLwJgOZU7d 第6处： sawgaEgADAAD//QOBAv8AFABCAEsAAAUyNzY3NjQnJicmIgcGBwYU 第7处： fHwAAAAAFAAAAAAOAAscAHQA9AEsAVgBmAAA3ITI1ETQrASImLwEm 第8处： GasCGBkpRykBHRogGw4bCQkaHAESG2hNChIPOTkHBBURDzk5EBE2J 
第2处:
file_path：
chunk_31.webview.js
代码：
第1处： cWaNC1AmhIpAAVyaA7hpHlAPTAEsEAikPkuF4ArAbE4NKENRV7oFA 
第3处:
file_path：
app-wxss.js
代码：
第1处： QAAUAAAKJAswAAACPAokCzAAAAesAMgEIAAACAAUDAAAAAAAAAAAA 第2处： RAAYAAAAAA5MC/wAmAC8AOABCAEsAVAAAJSInIyYnJicxJicmNz4B 第3处： SGBEBAAADAAAAAAOBAtYAGAAuAEsAAAEyFh8BITIeARURFA4BIyEi 第4处： BKx3+FR4qKh4OExMOJUAlJUAlAeslPyYmPyUCSKYREaYJHBMKf/6a 第5处： GSIIKAIyRgQBJT4mAR4lQScBPAEsIf7kIS8CLSAFARggLwJgOZU7d 第6处： sawgaEgADAAD//QOBAv8AFABCAEsAAAUyNzY3NjQnJicmIgcGBwYU 第7处： fHwAAAAAFAAAAAAOAAscAHQA9AEsAVgBmAAA3ITI1ETQrASImLwEm 第8处： GasCGBkpRykBHRogGw4bCQkaHAESG2hNChIPOTkHBBURDzk5EBE2J 第9处： cWaNC1AmhIpAAVyaA7hpHlAPTAEsEAikPkuF4ArAbE4NKENRV7oFA 

	解决方案
	使用AES算法时，应使用CBC和CFB工作模式。


[bookmark: _Toc226617988]HTTP MOVE方法使用风险
	检测目的
	检测微信小程序服务器是否启用HTTP MOVE方法。

	风险等级
	低

	威胁描述
	MOVE方法请求服务器将指定的页面移至另一个网络地址。启用MOVE方法存在如下风险：攻击者可以通过获取的页面了解网站前端的某些信息，为进一步攻击提供便利；攻击者可以通过MOVE方法窃取前端网页，盗版开发者的设计。

	检测结果
	存在风险

	结果描述
	该小程序的服务端开启了HTTP MOVE方法，存在风险。测服务器地址总数62个，检测出32个存在风险。

	检测详情
	第1处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.svg?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/font_985780_km7mi63cihi.svg?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 3693 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA131BAFF35374056BB < Vary: Origin < Accept-Ranges: bytes < ETag: "86B97D0CE67A4A63176F18D859629566" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 4457940599139339671 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: hrl9DOZ6SmMXbxjYWWKVZg== < x-oss-server-time: 40 < Via: cache3.l2cn2632[0,0,200-0,H], cache8.l2cn2632[1,0], cache3.cn8738[62,61,200-0,M], cache2.cn8738[64,0] < Age: 35 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:33 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530717756356529481487e <    0  3693    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第2处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.ttf?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/c/font_2282770_528zm6himwn.ttf?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 28960 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA1605C2D3535A3E6EB < Vary: Origin < Accept-Ranges: bytes < ETag: "14470AFCD0DAD7105A577295D90D4E80" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 1486298429515559656 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: FEcK/NDa1xBaV3KV2Q1OgA== < x-oss-server-time: 15 < Via: cache51.l2cn2632[0,0,200-0,H], cache22.l2cn2632[0,0], cache23.cn8738[19,19,200-0,M], cache30.cn8738[20,0] < Age: 37 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:34 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec532317756356542341910e <    0 28960    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第3处:
url：
https://dummyimage.com/180x140/edf4ff/3949ab&text=Cold+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/edf4ff/3949ab&text=Cold+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:34 GMT < Content-Type: image/png < Content-Length: 778 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:34 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:34 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=wId1ECyHJJ%2BUx0E0bv4cpVaehhURPh21mOA56jZYAWKDTIf5jewhkBWrlm6Go2jIEbNV2AHJndvK5SGZRQY9PN0f02w8l1xl1nZ%2FXS5LJ0ieLi34etEvbV7l6fsXxFNxZA%3D%3D"}]} < CF-RAY: 9e8fc77929397d8f-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 220 url = /180x140/edf4ff/3949ab&text=Cold+B (zero-length body)   0   778    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0   0   778    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第4处:
url：
https://aihntzy.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aihntzy.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aihntzy.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aihntzy.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:35 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aihntzy.yyangpt.cn left intact 
第5处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to jc.yyangpt.cn port 443 (#0) *   Trying 39.105.100.82... * Connected to jc.yyangpt.cn (39.105.100.82) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jc.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:35 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host jc.yyangpt.cn left intact 
第6处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.svg?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/c/font_2282770_528zm6himwn.svg?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: image/svg+xml < Content-Length: 134730 < Connection: keep-alive < Vary: Accept-Encoding < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA159DE0D3830B6ABBA < Vary: Origin < Accept-Ranges: bytes < ETag: "5CB8D9FFC03230DE7291D9FA1E62D5B8" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 282801607286022144 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: XLjZ/8AyMN5ykdn6HmLVuA== < x-oss-server-time: 23 < Via: cache18.l2cn2632[0,0,200-0,H], cache57.l2cn2632[1,0], cache14.cn8738[20,20,200-0,M], cache26.cn8738[21,0] < Age: 38 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:35 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec531f17756356557333469e <    0  131k    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第7处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.eot?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/font_985780_km7mi63cihi.eot?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 2132 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA16AD0C43334459FBF < Vary: Origin < Accept-Ranges: bytes < ETag: "20CEBFCC12E967192449B96B920DA4A2" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 16662273687570313027 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: IM6/zBLpZxkkSblrkg2kog== < x-oss-server-time: 23 < Via: cache39.l2cn2632[0,0,200-0,H], cache1.l2cn2632[1,0], cache11.cn8738[18,18,200-0,M], cache9.cn8738[20,0] < Age: 39 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:36 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530e17756356560305384e <  * Excess found in a non pipelined read: excess = 1977 url = /t/font_985780_km7mi63cihi.eot?t (zero-length body)   0  2132    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第8处:
url：
https://dummyimage.com/160x120/eaeaea/999999&text=No+Image
file_path：
/settlement/chunk_0.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb * Unable to initialize NSS database * Initializing NSS with certpath: none *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0> MOVE /160x120/eaeaea/999999&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:36 GMT < Content-Type: image/png < Content-Length: 721 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:36 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:36 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=K23SHYw2OiH%2BJ5eU8KZI%2B%2FbuvBXxCj7A%2F6%2Fivw77bd6KXZ0Oue%2FgyhQFXYliuBvfuubn0xzindGOEMvwT0eh19ReqjmZnox%2BEtn0Xej%2BC96DOwu1rfh18%2F5b0Tbh%2Br9jNg%3D%3D"}]} < CF-RAY: 9e8fc78239d31950-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 204 url = /160x120/eaeaea/999999&text=No+Image (zero-length body)   0   721    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第9处:
url：
https://dummyimage.com/180x140/fbe9e7/ff7043&text=Soup+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/fbe9e7/ff7043&text=Soup+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:36 GMT < Content-Type: image/png < Content-Length: 855 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:36 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:36 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=%2F9oeJIt9iEreI2fSU1FpUJ5vwdK51PWoDZG9BDrUbZsdFqFpxJq%2BySVGgsJaGfj0xlr5PECDCPsSYViLZ8APns0emKFYvAEnQQ1%2BFW1JuTkY7VH1AMqeDdSsFcGu%2FRbq6g%3D%3D"}]} < CF-RAY: 9e8fc7832eaf4383-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/fbe9e7/ff7043&text=Soup+A (zero-length body)   0   855    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第10处:
url：
https://dummyimage.com/180x140/fff9e6/ffca28&text=Fruit+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/fff9e6/ffca28&text=Fruit+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:36 GMT < Content-Type: image/png < Content-Length: 563 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:36 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:36 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=ESgph0OX3NVVMI%2Bjn2z3A2CQWS8UydTYuXc%2FB7g6SILVlhdEAitfBDLRpkyLsl0a5K6QANqo%2F8qY8jYK9IkuqN08%2B0scFwd4BV3yiWTOogRNg9OcBDmepA1gpDs41Ufq9A%3D%3D"}]} < CF-RAY: 9e8fc783b888265a-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/fff9e6/ffca28&text=Fruit+B (zero-length body)   0   563    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第11处:
url：
https://dummyimage.com/180x140/fffde7/ffd54f&text=Fruit+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/fffde7/ffd54f&text=Fruit+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:37 GMT < Content-Type: image/png < Content-Length: 556 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:37 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:37 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=Sj%2Fs9FPo7qr51QIA3RjQ2wIieY9DGFEIBHWKe0btu5VPt8tnmDylhQsWv6tTgwhSs%2FeQWRQlv3rhk7yM7Z9FxK7vZRVMkrllNHXz8jFduHGaXomAaevCHaq6iiMarFa3oA%3D%3D"}]} < CF-RAY: 9e8fc78a3e463dc4-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 220 url = /180x140/fffde7/ffd54f&text=Fruit+C (zero-length body)   0   556    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第12处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.woff?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/font_985780_km7mi63cihi.woff?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 1272 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA11F32A837358360FE < Vary: Origin < Accept-Ranges: bytes < ETag: "F947EB7113625BFBFAB530187A86CABC" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 952422869667479384 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: +UfrcRNiW/v6tTAYeobKvA== < x-oss-server-time: 2 < Via: cache1.l2cn2632[0,0,200-0,H], cache52.l2cn2632[1,0], cache13.cn8738[20,20,200-0,M], cache2.cn8738[21,0] < Age: 40 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:37 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530717756356576362415e <    0  1272    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第13处:
url：
https://aizhctdev.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aizhctdev.yyangpt.cn port 443 (#0) *   Trying 101.200.165.56... * Connected to aizhctdev.yyangpt.cn (101.200.165.56) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhctdev.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:39 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < Strict-Transport-Security: max-age=31536000 <  * Excess found in a non pipelined read: excess = 28 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host aizhctdev.yyangpt.cn left intact 
第14处:
url：
https://gfkjyysx.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to gfkjyysx.yyangpt.cn port 443 (#0) *   Trying 123.56.94.183... * Connected to gfkjyysx.yyangpt.cn (123.56.94.183) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: gfkjyysx.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:39 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 33 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host gfkjyysx.yyangpt.cn left intact 
第15处:
url：
https://dummyimage.com/180x140/fff7e6/ffa726&text=Fruit+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb * Unable to initialize NSS database * Initializing NSS with certpath: none *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/fff7e6/ffa726&text=Fruit+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:39 GMT < Content-Type: image/png < Content-Length: 590 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:39 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:39 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=%2BIe6c8DTMVZe4xjUKOVcsrFxrGfXYKUQ2%2FoIBDEMt7dnAsbx5qZmPF6%2FJaQbUAR8dh%2B5%2BuBc70GQeyYrm2RRVGFEeBBmYNA3NgorxrV8%2FDAN0Zlmz2rmX%2FTWBRxsN9x%2BPQ%3D%3D"}]} < CF-RAY: 9e8fc798bd56c0be-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 208 url = /180x140/fff7e6/ffa726&text=Fruit+A (zero-length body)   0   590    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0   0   590    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第16处:
url：
https://dummyimage.com/180x140/fef0e6/ffb74d&text=Soup+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200...   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:04 --:--:--     0> MOVE /180x140/fef0e6/ffb74d&text=Soup+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:40 GMT < Content-Type: image/png < Content-Length: 837 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:40 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:40 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=wZHtQtComxfcpLyP7YTkvTlM8MHGUsMvs6Tb%2FTGZE8Ydi0TSq8SeWJVRTEfoNUcAtn9oUeg7ZY%2FU1Od0CAIYNxyjZqLQR9tXyrH0%2FredcR5LnfbKF17e7fPoBUeCZY44uw%3D%3D"}]} < CF-RAY: 9e8fc79b0e0f5730-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/fef0e6/ffb74d&text=Soup+C (zero-length body)   0   837    0     0    0     0      0      0 --:--:--  0:00:04 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第17处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.44... * Connected to at.alicdn.com (42.236.83.44) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/c/font_2282770_528zm6himwn.woff?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 19032 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA198E9303433015AE1 < Vary: Origin < Accept-Ranges: bytes < ETag: "A7A6BC0EDEF5B799C2597F8AD4215091" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 10041352080280158933 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: p6a8Dt71t5nCWX+K1CFQkQ== < x-oss-server-time: 13 < Via: cache25.l2cn2632[0,0,200-0,H], cache15.l2cn2632[1,0], cache28.cn8738[21,19,200-0,M], cache6.cn8738[23,0] < Age: 43 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:40 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530b17756356609402173e <  * Excess found in a non pipelined read: excess = 15501 url = /t/c/font_2282770_528zm6himwn.woff?t (zero-length body)   0 19032    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第18处:
url：
https://dummyimage.com/180x140/f1f8ff/5c6bc0&text=Cold+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/f1f8ff/5c6bc0&text=Cold+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:41 GMT < Content-Type: image/png < Content-Length: 709 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:41 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:41 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=opp8URzUiVeDgzRiTJ85I5gCj%2FR2xGLOu1qguYc9EQC3fdVxhIfcgypEPwds5kUWUoUWM8yFQODFlGqG%2BWL%2BOHfzu3CxM%2B0jFmD6AWWdMO3I5VSKDEstxKmRzvSwbw0IJQ%3D%3D"}]} < CF-RAY: 9e8fc7a1cf18cb9b-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/f1f8ff/5c6bc0&text=Cold+C (zero-length body)   0   709    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第19处:
url：
https://at.alicdn.com/t/c/font_2282770_528zm6himwn.woff2?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/c/font_2282770_528zm6himwn.woff2?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: font/woff2 < Content-Length: 16568 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA19DDDB03039DB495E < Vary: Origin < Accept-Ranges: bytes < ETag: "758C163F0A164240AD51FCA61B73CB2D" < Last-Modified: Thu, 14 Nov 2024 15:24:03 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 6923847825504412847 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: dYwWPwoWQkCtUfymG3PLLQ== < x-oss-server-time: 6 < Via: cache16.l2cn2632[0,0,200-0,H], cache31.l2cn2632[1,0], cache12.cn8738[18,17,200-0,M], cache6.cn8738[21,0] < Age: 44 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:41 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec530b17756356617373633e <    0 16568    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第20处:
url：
https://dummyimage.com/180x140/eff4ff/607d8b&text=Veg+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb * Unable to initialize NSS database * Initializing NSS with certpath: none *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/eff4ff/607d8b&text=Veg+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:41 GMT < Content-Type: image/png < Content-Length: 1005 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:41 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:41 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=Q2ANBdlggR%2FbJU7m3mfn6CPHGivKkKNmigA4U7j0VcGKfbTR7%2BqAKgn1IVznWkrNjgap%2B7XoqU7911SIi7cUZmcmbDR4tq%2Bl7%2BprPkOySfeOLLmlRCEC7nHDCTBWMugOKA%3D%3D"}]} < CF-RAY: 9e8fc7a5fe0c5fb8-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 213 url = /180x140/eff4ff/607d8b&text=Veg+C (zero-length body)   0  1005    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0   0  1005    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第21处:
url：
https://aishzhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aishzhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aishzhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aishzhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host aishzhct.yyangpt.cn left intact 
第22处:
url：
https://api.coze.cn/v3/chat
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to api.coze.cn port 443 (#0) *   Trying 42.236.70.126... * Connected to api.coze.cn (42.236.70.126) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.coze.cn * 	start date: Jan 19 00:00:00 2026 GMT * 	expire date: Jan 18 23:59:59 2027 GMT * 	common name: *.coze.cn * 	issuer: CN=RapidSSL TLS RSA CA G1,OU=www.digicert.com,O=DigiCert Inc,C=US > MOVE /v3/chat HTTP/1.1 > User-Agent: curl/7.29.0 > Host: api.coze.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: volc-dcdn < Content-Type: application/json; charset=utf-8 < Content-Length: 232 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:07:42 GMT < Vary: Accept-Encoding < X-Tt-Logid: 202604081607423A74B341521D670D0E07 < Access-Control-Expose-Headers: x-tt-logid < Strict-Transport-Security: max-age=31536000; includeSubDomains < server-timing: inner; dur=7, cdn-cache;desc=MISS,  origin;dur=20, edge;dur=17,  cdn-cache;desc=MISS < x-tt-trace-host: 0182bc15f67ac9bf3b42972469725766ea17d72ec86f46a27d1664bff483b27036cc12b6c40ae2353e16d7ae18467824de9dbd605f359758e36bb9115f7ae493c615aa45a88fc9edf8858d112191bf8d77ff65359ac1d51788a83908aefe4632947c99a0270f4dbce5d694c8edda970a0f12ccc2dd1cdc0fb79b44449111f2929f < x-tt-trace-tag: id=5 < x-tt-trace-id: 00-6c22068d03010749e7430ee7e2200000-6c22068d03010749-01 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: false < Access-Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS < Access-Control-Allow-Headers: Origin,Content-Type,Content-Length,Authorization,x-tt-env,x-use-ppe,x-use-boe,X-Coze-Connector-ID,X-Coze-Client-User-Agent,X-Coze-Resource-Entity,open-nginx < via: n157-057-031.qdmp.Creative,n42-236-070-112.hnzhengzhou-cu284-container.Creative < x-request-ip: 122.114.40.6 < x-dsa-trace-id: 177563566246ac0cd30cb222abdee7e534c43dbc9b < X-Dsa-Origin-Status: 200 <  * Excess found in a non pipelined read: excess = 232 url = /v3/chat (zero-length body)   0   232    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host api.coze.cn left intact 
第23处:
url：
https://dummyimage.com/180x140/f2f8e9/4caf50&text=Veg+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0> MOVE /180x140/f2f8e9/4caf50&text=Veg+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: image/png < Content-Length: 1030 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:41 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:41 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=jvcUAhf0qb%2BLll2tbtJQuMv2uZRvB9euf96rDSx74faDngKEHkdIBS%2F3vQzGGMtRAhi0XbXi41BRne2UxVkXn4d3mgCPJtqoGnJvIXTvt6CVm8u6LZWHkf09fvJdKYU1yg%3D%3D"}]} < CF-RAY: 9e8fc7a6ece12773-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 219 url = /180x140/f2f8e9/4caf50&text=Veg+A (zero-length body)   0  1030    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第24处:
url：
https://zhdc.shoutonghuicheng.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to zhdc.shoutonghuicheng.cn port 443 (#0) *   Trying 112.126.63.206... * Connected to zhdc.shoutonghuicheng.cn (112.126.63.206) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=zhdc.shoutonghuicheng.cn * 	start date: Mar 04 00:00:00 2026 GMT * 	expire date: Mar 04 23:59:59 2027 GMT * 	common name: zhdc.shoutonghuicheng.cn * 	issuer: CN=WoTrus RSA DV SSL CA 2,O=WoTrus CA Limited,C=CN > MOVE /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: zhdc.shoutonghuicheng.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 0 < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: nosniff < Content-Security-Policy: manifest-src 'self' < X_NO_CACHE: 1 <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host zhdc.shoutonghuicheng.cn left intact 
第25处:
url：
https://saidi.yyangpt.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to saidi.yyangpt.cn port 443 (#0) *   Trying 39.105.100.82... * Connected to saidi.yyangpt.cn (39.105.100.82) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: saidi.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host saidi.yyangpt.cn left intact 
第26处:
url：
https://at.alicdn.com/t/font_985780_km7mi63cihi.ttf?t
file_path：
/webview.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to at.alicdn.com port 443 (#0) *   Trying 42.236.83.45... * Connected to at.alicdn.com (42.236.83.45) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.tbcdn.cn,O="Alibaba (China) Technology Co., Ltd.",L=HangZhou,ST=ZheJiang,C=CN * 	start date: Nov 28 03:07:13 2025 GMT * 	expire date: Jul 18 09:41:04 2026 GMT * 	common name: *.tbcdn.cn * 	issuer: CN=GlobalSign GCC R3 OV TLS CA 2024,O=GlobalSign nv-sa,C=BE > MOVE /t/font_985780_km7mi63cihi.ttf?t HTTP/1.1 > User-Agent: curl/7.29.0 > Host: at.alicdn.com > Accept: */* >  < HTTP/1.1 200 OK < Server: Tengine < Content-Type: application/octet-stream < Content-Length: 1964 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:06:57 GMT < x-oss-request-id: 69D60CA19DDDB03230984A5E < Vary: Origin < Accept-Ranges: bytes < ETag: "845087E2AE32EFA3F0BD38F329D162E0" < Last-Modified: Sat, 25 Dec 2021 05:35:34 GMT < x-oss-object-type: Normal < x-oss-hash-crc64ecma: 15960271469463089981 < x-oss-storage-class: Standard < Cache-Control: max-age=63072000 < Content-MD5: hFCH4q4y76PwvTjzKdFi4A== < x-oss-server-time: 5 < Via: cache8.l2cn2632[0,0,200-0,H], cache40.l2cn2632[1,0], cache20.cn8738[19,19,200-0,M], cache20.cn8738[21,0] < Age: 45 < Ali-Swift-Global-Savetime: 1775635617 < X-Cache: MISS TCP_MISS dirn:-2:-2 < X-Swift-SaveTime: Wed, 08 Apr 2026 08:07:42 GMT < X-Swift-CacheTime: 0 < Access-Control-Allow-Origin: * < Timing-Allow-Origin: * < EagleId: 2aec531917756356628205041e <    0  1964    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host at.alicdn.com left intact 
第27处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aizhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aizhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > MOVE /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aizhct.yyangpt.cn left intact 
第28处:
url：
https://dummyimage.com/180x140/f0f3f9/9aa7c2&text=No+Image
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/f0f3f9/9aa7c2&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:42 GMT < Content-Type: image/png < Content-Length: 794 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:42 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:42 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=8djuWMEIxvX549%2FPBRG%2BBmgUEMcm5j3IAcX9jMaSueXZyOs85JLDz19GoN61VQThqaAwm1YTaC8SpXtPYXJ2vK3Boq5gpwKadbpKdBAy0CUwUvPmNTv3%2FXpX%2B7B6Ofq8Gw%3D%3D"}]} < CF-RAY: 9e8fc7ac2f291d3e-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/f0f3f9/9aa7c2&text=No+Image (zero-length body)   0   794    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   794    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第29处:
url：
https://dummyimage.com/180x140/fff3e0/ff8a65&text=Soup+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/fff3e0/ff8a65&text=Soup+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:43 GMT < Content-Type: image/png < Content-Length: 854 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:43 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:43 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=wiG3aVF5yNxNxoINoQ7hQrYtVwJ9bp7U3hnHPIN7r7LGsP4j010NnutXi2RJL%2BucWnE40g1IoB6dYjtHc6EIu83zkqegExt2vVufsBKZGXGQ2V49yP6iqyFTJENBsplnpw%3D%3D"}]} < CF-RAY: 9e8fc7aebc330b78-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 222 url = /180x140/fff3e0/ff8a65&text=Soup+B (zero-length body)   0   854    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第30处:
url：
https://dummyimage.com/180x140/f5f1e0/8bc34a&text=Veg+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/f5f1e0/8bc34a&text=Veg+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:43 GMT < Content-Type: image/png < Content-Length: 1025 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:43 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:43 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=e2ccq8e2rtyjlAdlxmNWkA6bH8DoRPiQwdtxu2NOvpz64xQ1S5W37rWPblJr2gJt%2FbJWei9G8X1AyaFa%2Bv6Fiaj3zkRhH5x%2BtRH2ZWmkiDzCbA%2Fi4HfpzQbNpRoXpjvB6w%3D%3D"}]} < CF-RAY: 9e8fc7af5dc4c044-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 215 url = /180x140/f5f1e0/8bc34a&text=Veg+B (zero-length body)   0  1025    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第31处:
url：
https://dummyimage.com/180x140/e8f5ff/1e88e5&text=Cold+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > MOVE /180x140/e8f5ff/1e88e5&text=Cold+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:43 GMT < Content-Type: image/png < Content-Length: 802 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:43 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:43 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=p8F%2BhMPAhmzH7Cllioz17VyKthXMbCVmG3JH1LCCOJq%2FpCjfZWhPHWfPc7v4VscOLTTSCzdlnaD3nSh5RH1otXXaNzqjpfFfmiLWBbtk1kxawNodIa7KEd%2BZ7gVrSoSLcA%3D%3D"}]} < CF-RAY: 9e8fc7b0ea3fc044-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/e8f5ff/1e88e5&text=Cold+A (zero-length body)   0   802    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第32处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:02 --:--:--     0   0     0    0     0    0     0      0      0 --:--:--  0:00:03 --:--:--     0* About to connect() to jgswct.i-wnd.cn port 8453 (#0) *   Trying 36.153.229.227...   0     0    0     0    0     0      0      0 --:--:--  0:00:04 --:--:--     0* Connected to jgswct.i-wnd.cn (36.153.229.227) port 8453 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.i-wnd.cn * 	start date: Mar 31 07:34:10 2025 GMT * 	expire date: May 02 07:34:09 2026 GMT * 	common name: *.i-wnd.cn * 	issuer: CN=GlobalSign GCC R3 DV TLS CA 2020,O=GlobalSign nv-sa,C=BE > MOVE /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jgswct.i-wnd.cn:8453 > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:46 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options:: nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:--  0:00:04 --:--:--     0 * Connection #0 to host jgswct.i-wnd.cn left intact 
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	第1处:
url：
https://jc.yyangpt.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to jc.yyangpt.cn port 443 (#0) *   Trying 39.105.100.82... * Connected to jc.yyangpt.cn (39.105.100.82) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jc.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:43 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host jc.yyangpt.cn left intact 
第2处:
url：
https://aihntzy.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aihntzy.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aihntzy.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aihntzy.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:44 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aihntzy.yyangpt.cn left intact 
第3处:
url：
https://dummyimage.com/180x140/edf4ff/3949ab&text=Cold+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0> PUT /180x140/edf4ff/3949ab&text=Cold+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:44 GMT < Content-Type: image/png < Content-Length: 778 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:44 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:44 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=OtT5TAr49%2BKGXDLX0pUwQ%2FXZ269%2FS9oyoB6gBG6n1vPl7dshxHqEf4ZZubxcSlTTU7KdiVEuiUE8WeahjEyQi0sJyEMIbdx5Y5a0xsL54rSI1xP8KxTn4aDT%2FLtpJMedzg%3D%3D"}]} < CF-RAY: 9e8fc7b37b0a2eea-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/edf4ff/3949ab&text=Cold+B (zero-length body)   0   778    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第4处:
url：
https://dummyimage.com/160x120/eaeaea/999999&text=No+Image
file_path：
/settlement/chunk_0.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /160x120/eaeaea/999999&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:44 GMT < Content-Type: image/png < Content-Length: 721 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:44 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:44 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=5nfIW1B%2B9WQ6lXrsAK3muwgziJrv%2BQNCqyBnWA%2BiL2urziNhtY8M%2BYj2a9kAVyDzULRISwXMU85JwVptNJoCNNm7QRNHftS9l70ml%2FuIF2uAiZi2qJQ8jpb83qtNdIZqXw%3D%3D"}]} < CF-RAY: 9e8fc7b6dc0ca158-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 214 url = /160x120/eaeaea/999999&text=No+Image (zero-length body)   0   721    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第5处:
url：
https://dummyimage.com/180x140/fbe9e7/ff7043&text=Soup+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/fbe9e7/ff7043&text=Soup+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:44 GMT < Content-Type: image/png < Content-Length: 855 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:44 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:44 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=IXUPw6TPsQJWEDxYh%2B0i2D394%2BiZqp4rbWF%2B7vn473FcSksTFU5%2FPQgQDni2%2F%2FkAAAE3CxHlODvkyIZ908vlmkvh1yiAroSYRsfMiRgPL3YLA5OBbdPdVB6BFwbDB3%2FjIw%3D%3D"}]} < CF-RAY: 9e8fc7b68a40b860-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 210 url = /180x140/fbe9e7/ff7043&text=Soup+A (zero-length body)   0   855    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第6处:
url：
https://dummyimage.com/180x140/fff9e6/ffca28&text=Fruit+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/fff9e6/ffca28&text=Fruit+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:44 GMT < Content-Type: image/png < Content-Length: 563 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:44 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:44 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=JsFv4XaQ3T8bNfFxY%2B7dsziounmIn3Evlc%2FVUOrrsTPzsrGDQ5654uoG951mQ6l0vplrU6gTc5%2FvvFvSBw1Th300%2BfjdYT2i2gsNcnZOsvyCTX2agB6G%2FDy8j4CtXl8ukg%3D%3D"}]} < CF-RAY: 9e8fc7b7aba0565f-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 214 url = /180x140/fff9e6/ffca28&text=Fruit+B (zero-length body)   0   563    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   563    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第7处:
url：
https://dummyimage.com/180x140/fef0e6/ffb74d&text=Soup+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/fef0e6/ffb74d&text=Soup+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:45 GMT < Content-Type: image/png < Content-Length: 837 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:45 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:45 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=M%2FrDFEhF%2Fpnzx%2B%2FGPwk%2FzvaabgMZPIsAu1nM4sQ%2Fu%2B646tT9eNNghcpdghAYhwNCk8nvM%2Btz%2FT5pBrsxLEZH3K3hWtKX6ZLPP116PAYR%2B7CLMlPw0GZT%2BePniTyZFDbAEQ%3D%3D"}]} < CF-RAY: 9e8fc7bceaee2283-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 202 url = /180x140/fef0e6/ffb74d&text=Soup+C (zero-length body)   0   837    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第8处:
url：
https://aizhctdev.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aizhctdev.yyangpt.cn port 443 (#0) *   Trying 101.200.165.56... * Connected to aizhctdev.yyangpt.cn (101.200.165.56) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhctdev.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:45 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < Strict-Transport-Security: max-age=31536000 <  * Excess found in a non pipelined read: excess = 28 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aizhctdev.yyangpt.cn left intact 
第9处:
url：
https://dummyimage.com/180x140/fffde7/ffd54f&text=Fruit+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/fffde7/ffd54f&text=Fruit+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:45 GMT < Content-Type: image/png < Content-Length: 556 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:45 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:45 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=V1PFyNjHwnllmeTeEr0z1%2BEDYYfvQi%2FAQV%2BFCsbZ0flYXJSlkzk5RZmDiGdVfU%2BGEh2B4J29kQ8RME4JCqxmbk4q150vJB94UmWbfwkbEujwc6l8tranSvVpaotIE8AzCw%3D%3D"}]} < CF-RAY: 9e8fc7be7852f7df-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/fffde7/ffd54f&text=Fruit+C (zero-length body)   0   556    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   556    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第10处:
url：
https://dummyimage.com/180x140/fff7e6/ffa726&text=Fruit+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/fff7e6/ffa726&text=Fruit+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:46 GMT < Content-Type: image/png < Content-Length: 590 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:46 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:46 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=TnkhM6eQHmBm2dNvP%2F8CSem%2BvhODGE449rzr1utnUiaOcFjh9Fz7lahsWKCzu4wE5KZGj0hyAzrMJxHsL2kdtHYBWzHFjxQJJZlZGh%2FCMigDadzH1tchaX9bqeDvhUSg6A%3D%3D"}]} < CF-RAY: 9e8fc7bfbd512ae7-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 218 url = /180x140/fff7e6/ffa726&text=Fruit+A (zero-length body)   0   590    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   590    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第11处:
url：
https://aizhctdev.yyangpt.cn/api/algorithms/calc
file_path：
/pagedevice/chunk_3.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aizhctdev.yyangpt.cn port 443 (#0) *   Trying 101.200.165.56... * Connected to aizhctdev.yyangpt.cn (101.200.165.56) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /api/algorithms/calc HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhctdev.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:46 GMT < Content-Type: application/json < Content-Length: 44 < Connection: keep-alive < Access-Control-Expose-Headers: Date,x-fc-request-id < X-Fc-Request-Id: 1-69d60cd2-17e580b0-032fe4820a15 < Strict-Transport-Security: max-age=31536000 <  * Excess found in a non pipelined read: excess = 44 url = /api/algorithms/calc (zero-length body)   0    44    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aizhctdev.yyangpt.cn left intact 
第12处:
url：
https://gfkjyysx.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to gfkjyysx.yyangpt.cn port 443 (#0) *   Trying 123.56.94.183... * Connected to gfkjyysx.yyangpt.cn (123.56.94.183) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: gfkjyysx.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:46 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 33 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host gfkjyysx.yyangpt.cn left intact 
第13处:
url：
https://aishzhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aishzhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aishzhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aishzhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:46 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aishzhct.yyangpt.cn left intact 
第14处:
url：
https://api.coze.cn/v3/chat
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to api.coze.cn port 443 (#0) *   Trying 119.167.189.160... * Connected to api.coze.cn (119.167.189.160) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.coze.cn * 	start date: Jan 19 00:00:00 2026 GMT * 	expire date: Jan 18 23:59:59 2027 GMT * 	common name: *.coze.cn * 	issuer: CN=RapidSSL TLS RSA CA G1,OU=www.digicert.com,O=DigiCert Inc,C=US > PUT /v3/chat HTTP/1.1 > User-Agent: curl/7.29.0 > Host: api.coze.cn > Accept: */* >  < HTTP/1.1 200 OK < Server: volc-dcdn < Content-Type: application/json; charset=utf-8 < Content-Length: 232 < Connection: keep-alive < Date: Wed, 08 Apr 2026 08:07:47 GMT < Vary: Accept-Encoding < X-Tt-Logid: 20260408160747B8FEE19B0E1DC929728B < Access-Control-Expose-Headers: x-tt-logid < Strict-Transport-Security: max-age=31536000; includeSubDomains < server-timing: inner; dur=5, cdn-cache;desc=MISS, origin;dur=27, edge;dur=0 < x-tt-trace-host: 0100eacc39186643089a66e3eb6befb9f3600aba591e3e64270aea349ac2d85d44c1f499c493941317c5e135c3b3b163945a85b97fb2c6eeeec431c43c524a73e01f676355b5e1ec7464b40f7bb2ece0a9f4cb17c3e4966474aba607f1a9e0de25 < x-tt-trace-tag: id=5 < x-tt-trace-id: 00-6c221ac30301083183cc86b486d00000-6c221ac303010831-01 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: false < Access-Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS < Access-Control-Allow-Headers: Origin,Content-Type,Content-Length,Authorization,x-tt-env,x-use-ppe,x-use-boe,X-Coze-Connector-ID,X-Coze-Client-User-Agent,X-Coze-Resource-Entity,open-nginx < via: n157-056-230.qdmpcu.Creative < x-request-ip: 122.114.40.6 < x-dsa-trace-id: 177563566735ddfe06618566aed63ffb4a12b7cea0 < X-Dsa-Origin-Status: 200 <  * Excess found in a non pipelined read: excess = 232 url = /v3/chat (zero-length body)   0   232    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host api.coze.cn left intact 
第15处:
url：
https://dummyimage.com/180x140/eff4ff/607d8b&text=Veg+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0> PUT /180x140/eff4ff/607d8b&text=Veg+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:47 GMT < Content-Type: image/png < Content-Length: 1005 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:47 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:47 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=zd1xN0zv%2Fe2j4xDgDSjFpNFw%2B%2BCJ%2BF2I7NHj00nVHogFM0tiBasuAFm1ZngCUXbnMl3aRboppb%2BdokkcNtQJ3NMkKFo41K%2FpV6YZAjY28mwgB9S16TIStbkhXTHqsLAkng%3D%3D"}]} < CF-RAY: 9e8fc7c72f75cd33-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 211 url = /180x140/eff4ff/607d8b&text=Veg+C (zero-length body)   0  1005    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第16处:
url：
https://dummyimage.com/180x140/f1f8ff/5c6bc0&text=Cold+C
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/f1f8ff/5c6bc0&text=Cold+C HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:47 GMT < Content-Type: image/png < Content-Length: 709 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:47 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:47 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=N38yIrMsZ91nRA4OmRQj%2F0gxLUkncROlKB4Py6WwRe%2BLfIEzjiL14AmIzh%2BItWEHA828ac%2F3Yy%2F1t4iOEbkMnuB0FhQnjQkRFNtTgPX%2FpxrXgNuuuzWt7l6D%2FBZzm8GN7g%3D%3D"}]} < CF-RAY: 9e8fc7c9adcccb9a-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 210 url = /180x140/f1f8ff/5c6bc0&text=Cold+C (zero-length body)   0   709    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   709    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第17处:
url：
https://dummyimage.com/180x140/f2f8e9/4caf50&text=Veg+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/f2f8e9/4caf50&text=Veg+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:48 GMT < Content-Type: image/png < Content-Length: 1030 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:48 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:48 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=8v%2BZtQQHo0NDAmqpSAY2wPasd10fB4FJ0CE7gIe9Bfe1K7N0mtU%2FtgQwF0ceCbEIT1zkc1rXp5sx1NfbUOCr5yId0WfsmX2tuEuBlq0Fs632QgC4ETZZ4rJ83rPsFcG8VQ%3D%3D"}]} < CF-RAY: 9e8fc7cc69da55a3-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 219 url = /180x140/f2f8e9/4caf50&text=Veg+A (zero-length body)   0  1030    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0  1030    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第18处:
url：
https://zhdc.shoutonghuicheng.cn/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to zhdc.shoutonghuicheng.cn port 443 (#0) *   Trying 112.126.63.206... * Connected to zhdc.shoutonghuicheng.cn (112.126.63.206) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=zhdc.shoutonghuicheng.cn * 	start date: Mar 04 00:00:00 2026 GMT * 	expire date: Mar 04 23:59:59 2027 GMT * 	common name: zhdc.shoutonghuicheng.cn * 	issuer: CN=WoTrus RSA DV SSL CA 2,O=WoTrus CA Limited,C=CN > PUT /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: zhdc.shoutonghuicheng.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:48 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < Vary: Accept-Encoding < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 0 < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options: nosniff < Content-Security-Policy: manifest-src 'self' < X_NO_CACHE: 1 <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host zhdc.shoutonghuicheng.cn left intact 
第19处:
url：
https://dummyimage.com/180x140/f0f3f9/9aa7c2&text=No+Image
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/f0f3f9/9aa7c2&text=No+Image HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:48 GMT < Content-Type: image/png < Content-Length: 794 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:48 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:48 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=on%2Bhv%2FqoatzCshixK174uS7fm%2FvpWWfg4FKsWwQxf%2F3ucI%2BxXo7sMWWUzC89Eq4IvWCg4j75FdmQNUUZNsEXvRDsJxIHPYwj3DIB2%2BOObD%2BeOW4ecgm42ZC79B92foM0FQ%3D%3D"}]} < CF-RAY: 9e8fc7cf5833c8c1-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 210 url = /180x140/f0f3f9/9aa7c2&text=No+Image (zero-length body)   0   794    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第20处:
url：
https://aizhct.yyangpt.cn/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to aizhct.yyangpt.cn port 443 (#0) *   Trying 8.141.28.86... * Connected to aizhct.yyangpt.cn (8.141.28.86) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=*.yyangpt.cn * 	start date: Jul 21 01:33:40 2025 GMT * 	expire date: Aug 20 01:33:39 2026 GMT * 	common name: *.yyangpt.cn * 	issuer: CN=WoTrus DV SSL CA,O=WoTrus CA Limited,C=CN > PUT /index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: aizhct.yyangpt.cn > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:49 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.30 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 23 url = /index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host aizhct.yyangpt.cn left intact 
第21处:
url：
https://jgswct.i-wnd.cn:8453/aizhct/index.php?s=/api/
file_path：
/appservice.app.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to jgswct.i-wnd.cn port 8453 (#0) *   Trying 36.153.229.227... * Connected to jgswct.i-wnd.cn (36.153.229.227) port 8453 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 * Server certificate: * 	subject: CN=*.i-wnd.cn * 	start date: Mar 31 07:34:10 2025 GMT * 	expire date: May 02 07:34:09 2026 GMT * 	common name: *.i-wnd.cn * 	issuer: CN=GlobalSign GCC R3 DV TLS CA 2020,O=GlobalSign nv-sa,C=BE > PUT /aizhct/index.php?s=/api/ HTTP/1.1 > User-Agent: curl/7.29.0 > Host: jgswct.i-wnd.cn:8453 > Accept: */* >  < HTTP/1.1 200 OK < Server: nginx < Date: Wed, 08 Apr 2026 08:07:48 GMT < Content-Type: text/html; charset=utf-8 < Transfer-Encoding: chunked < Connection: keep-alive < Vary: Accept-Encoding < Vary: Accept-Encoding < X-Powered-By: PHP/7.4.33 < Access-Control-Allow-Origin: * < Access-Control-Allow-Credentials: true < Access-Control-Max-Age: 1800 < Access-Control-Allow-Methods: GET, POST, PATCH, PUT, DELETE, OPTIONS < Access-Control-Allow-Headers: Authorization,Content-Type,X-CSRF-TOKEN,X-Requested-With,If-Match,If-Modified-Since,If-None-Match,If-Unmodified-Since,Access-Token,storeId,platform < X-Content-Type-Options: : nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' < X-Content-Type-Options:: nosniff < X-XSS-Protection: 1; mode=block < Content-Security-Policy: manifest-src 'self' <  * Excess found in a non pipelined read: excess = 28 url = /aizhct/index.php?s=/api/ (zero-length body)   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0 * Connection #0 to host jgswct.i-wnd.cn left intact 
第22处:
url：
https://dummyimage.com/180x140/f5f1e0/8bc34a&text=Veg+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/f5f1e0/8bc34a&text=Veg+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:49 GMT < Content-Type: image/png < Content-Length: 1025 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:49 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:49 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=O0LdFE2Q89KyXAKSr4iWEeTDjmeHpBxmIn2OxGxZ5cIlQrlahc1n7BBjut%2BqRCbhXExHJDicLgz3N0jreZngYuOphf8jMpkq%2FI2VQ86lFDxItJOB1pYwnj5bamhN962vog%3D%3D"}]} < CF-RAY: 9e8fc7d4d9c1c8d2-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 219 url = /180x140/f5f1e0/8bc34a&text=Veg+B (zero-length body)   0  1025    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第23处:
url：
https://dummyimage.com/180x140/e8f5ff/1e88e5&text=Cold+A
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 172.67.154.145... * Connected to dummyimage.com (172.67.154.145) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US > PUT /180x140/e8f5ff/1e88e5&text=Cold+A HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:49 GMT < Content-Type: image/png < Content-Length: 802 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:49 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:49 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=dMEL6s78bBqe%2FTcCBTg6jOnFrlV0aFJNegYGNE7zV9tFF8CCPdUw%2FMo6g9GvmT%2BK9riFlaWClzECWsGn99XyjvXefoFWH7FPkoVOujjdnThAGl%2FT8ExQkRxTCFTizuMEaw%3D%3D"}]} < CF-RAY: 9e8fc7d55cb6cb7e-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 216 url = /180x140/e8f5ff/1e88e5&text=Cold+A (zero-length body)   0   802    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 
第24处:
url：
https://dummyimage.com/180x140/fff3e0/ff8a65&text=Soup+B
file_path：
/settlement/chunk_1.appservice.js
代码：
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current                                  Dload  Upload   Total   Spent    Left  Speed   0     0    0     0    0     0      0      0 --:--:-- --:--:-- --:--:--     0* About to connect() to dummyimage.com port 443 (#0) *   Trying 104.21.32.200... * Connected to dummyimage.com (104.21.32.200) port 443 (#0) * Initializing NSS with certpath: sql:/etc/pki/nssdb *   CAfile: /etc/pki/tls/certs/ca-bundle.crt   CApath: none * SSL connection using TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 * Server certificate: * 	subject: CN=dummyimage.com * 	start date: Feb 20 00:49:43 2026 GMT * 	expire date: May 21 01:48:33 2026 GMT * 	common name: dummyimage.com * 	issuer: CN=WE1,O=Google Trust Services,C=US   0     0    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0> PUT /180x140/fff3e0/ff8a65&text=Soup+B HTTP/1.1 > User-Agent: curl/7.29.0 > Host: dummyimage.com > Accept: */* >  < HTTP/1.1 200 OK < Date: Wed, 08 Apr 2026 08:07:49 GMT < Content-Type: image/png < Content-Length: 854 < Connection: keep-alive < Server: cloudflare < Nel: {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800} < Cache-Control: public, max-age=7776000 < Expires: Tue, 07 Jul 2026 08:07:49 +0000 < Last-Modified: Wed, 08 Apr 2026 08:07:49 GMT < X-Powered-By: WordOps < X-Frame-Options: SAMEORIGIN < X-Xss-Protection: 1; mode=block < X-Content-Type-Options: nosniff < Referrer-Policy: no-referrer, strict-origin-when-cross-origin < X-Download-Options: noopen < Access-Control-Allow-Origin: * < Access-Control-Allow-Methods: GET, POST, OPTIONS < Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range < Access-Control-Expose-Headers: Content-Length,Content-Range < cf-cache-status: DYNAMIC < Report-To: {"group":"cf-nel","max_age":604800,"endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=77Kt2sfPJ0T%2FwZ3ex1ySArs8AA%2FoZg6YnG2ovwbMGkQLF%2F2vSdm97v7APtCHwxrANq%2FfCzNGJH1KooRcXZKMfMTJlc8KIoVBm36b1Ycytih%2F%2BrcBdaLW5lwS6uSo3Hw82g%3D%3D"}]} < CF-RAY: 9e8fc7d6fdec1172-LAX < alt-svc: h3=":443"; ma=86400 <  * Excess found in a non pipelined read: excess = 212 url = /180x140/fff3e0/ff8a65&text=Soup+B (zero-length body)   0   854    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0   0   854    0     0    0     0      0      0 --:--:--  0:00:01 --:--:--     0 * Connection #0 to host dummyimage.com left intact 

	解决方案
	建议服务器禁用HTTP PUT方法。


[bookmark: _Toc226617990]HTTP网络请求列表
	检测目的
	检测微信小程序的HTTP网络请求是否存在敏感信息。

	风险等级
	低

	威胁描述
	在网络中进行信息传播时，可以利用工具，将网络接口设置在监听的模式，可以截获或者捕获到网络中正在传播的信息，从而进行攻击。通过监听小程序与服务器的网络请求并解析，检测是否存在非业务需要的、敏感的地址信息。

	检测结果
	存在风险

	结果描述
	存在网络请求URL。测服务器地址总数62个，检测出1个存在风险。

	检测详情
	第1处:
url：
https://aizhctdev.yyangpt.cn/api/algorithms/calc
host_name：
aizhctdev.yyangpt.cn
file_path：
/pagedevice/chunk_3.appservice.js


	解决方案
	如不是业务需求，建议尽量不要暴露公司服务器端地址。


[bookmark: _Toc226617991]随机数不安全使用风险
	检测目的
	检测微信小程序是否存在随机数不安全使用风险。

	风险等级
	低

	威胁描述
	伪随机数生成器使用确定的数学算法产生具备良好统计属性的数字序列，但实际上这种数字序列并非具备真正的随机特性。在JavaScript中经常使用Math.Random()函数来产生随机数，但这个函数产生的随机数并不具有真正的随机性，而且加密性不够强。Math.Random()使用系统当前时间作为随机数种子，如果在相同时间连续调用，则得到的随机数是相同的。

	检测结果
	存在风险

	结果描述
	客户端源代码存在随机数不安全使用风险。测服务器地址总数23个，检测出23个存在风险。

	检测详情
	第1处:
file_path：
appservice.app.js
代码：
第1处： deviceId = Date.now() + "" + Math.floor(Math.random() * 1e7); 第2处： setTimeout(typeNext, 90 + Math.random() * 40); 第3处： for (var i = 0; i < len; i++)   uuid[i] = chars[0 | Math.random() * radix]; 第4处： r = 0 | Math.random() * 16; 第5处： return Math.floor(Math.random() * gab + min); 第6处： return Math.random() - 0.5; 第7处： var random = Math.random().toString(36).substr(2, 8); 第8处： tmp += x.charAt(Math.ceil(Math.random() * 1e8) % x.length); 
第2处:
file_path：
chunk_29.appservice.js
代码：
第1处： var btnTimerId = this.timerId || "button_" + Math.floor(Math.random() * 1e8 + 0); 
第3处:
file_path：
common.app.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第4处:
file_path：
webview.app.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第5处:
file_path：
app-service.js
代码：
第1处： deviceId = Date.now() + "" + Math.floor(Math.random() * 1e7); 第2处： setTimeout(typeNext, 90 + Math.random() * 40); 第3处： for (var i = 0; i < len; i++)   uuid[i] = chars[0 | Math.random() * radix]; 第4处： r = 0 | Math.random() * 16; 第5处： return Math.floor(Math.random() * gab + min); 第6处： return Math.random() - 0.5; 第7处： var random = Math.random().toString(36).substr(2, 8); 第8处： tmp += x.charAt(Math.ceil(Math.random() * 1e8) % x.length); 第9处： var btnTimerId = this.timerId || "button_" + Math.floor(Math.random() * 1e8 + 0); 
第6处:
file_path：
app-wxss.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第7处:
file_path：
motionmodule/common.app.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第8处:
file_path：
motionmodule/webview.app.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第9处:
file_path：
motionmodule/app-service.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第10处:
file_path：
motionmodule/page-frame.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第11处:
file_path：
pagedevice/common.app.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第12处:
file_path：
pagedevice/webview.app.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第13处:
file_path：
pagedevice/app-service.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第14处:
file_path：
pagedevice/page-frame.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第15处:
file_path：
pagescourses/appservice.app.js
代码：
第1处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第2处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第3处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第4处： return Math.round(9 * Math.random()); 第5处： var Zo = Math.round(10 * Math.random()); 第6处： var va = "__zr_style_" + Math.round(10 * Math.random()), ma = {  shadowBlur: 0,   shadowOffsetX: 0,   shadowOffsetY: 0,   shadowColor: "#000",   opacity: 1,   blend: "source-over"}, xa = {  style: {  shadowBlur: !0,   shadowOffsetX: !0,   shadowOffsetY: !0,   shadowColor: !0,   opacity: !0}}; 第7处： var Mc = Math.round(10 * Math.random()); 第8处： var Cy = Math.round(9 * Math.random()), Dy = "function" == typeof Object.defineProperty, Ay = function() {  function t() {    this._id = "__ec_inner_" + Cy++;  }  return t.prototype.get = function(t) {  return this._guard(t)[this._id];} , t.prototype.set = function(t, e) {  var n = this._guard(t);  return Dy ? Object.defineProperty(n, this._id, {  value: e,   enumerable: !1,   configurable: !0}) : n[this._id] = e , this;} , t.prototype.delete = function(t) {  return !!this.has(t) && (delete this._guard(t)[this._id] , !0);} , t.prototype.has = function(t) {  return !!this._guard(t)[this._id];} , t.prototype._guard = function(t) {  if (t !== Object(t))     throw TypeError("Value of WeakMap is not a non-null object.");  return t;} , t;}(), ky = Ms.extend({  type: "triangle",   shape: {  cx: 0,   cy: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.cx, i = e.cy, r = e.width / 2, o = e.height / 2;  t.moveTo(n, i - o) , t.lineTo(n + r, i + o) , t.lineTo(n - r, i + o) , t.closePath();}}), Ly = Ms.extend({  type: "diamond",   shape: {  cx: 0,   cy: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.cx, i = e.cy, r = e.width / 2, o = e.height / 2;  t.moveTo(n, i - o) , t.lineTo(n + r, i) , t.lineTo(n, i + o) , t.lineTo(n - r, i) , t.closePath();}}), Py = Ms.extend({  type: "pin",   shape: {  x: 0,   y: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.x, i = e.y, r = e.width / 5 * 3, o = Math.max(r, e.height), a = r / 2, s = a * a / (o - a), l = i - o + a + s, u = Math.asin(s / a), h = Math.cos(u) * a, c = Math.sin(u), p = Math.cos(u), d = .6 * a, f = .7 * a;  t.moveTo(n - h, l + s) , t.arc(n, l, a, Math.PI - u, 2 * Math.PI + u) , t.bezierCurveTo(n + h - c * d, l + s + p * d, n, i - f, n, i) , t.bezierCurveTo(n, i - f, n - h + c * d, l + s + p * d, n - h, l + s) , t.closePath();}}), Oy = Ms.extend({  type: "arrow",   shape: {  x: 0,   y: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.height, i = e.width, r = e.x, o = e.y, a = i / 3 * 2;  t.moveTo(r, o) , t.lineTo(r + a, o + n) , t.lineTo(r, o + n / 4 * 3) , t.lineTo(r - a, o + n) , t.lineTo(r, o) , t.closePath();}}), Ry = {  line: function line(t, e, n, i, r) {  r.x1 = t , r.y1 = e + i / 2 , r.x2 = t + n , r.y2 = e + i / 2;},   rect: function rect(t, e, n, i, r) {  r.x = t , r.y = e , r.width = n , r.height = i;},   roundRect: function roundRect(t, e, n, i, r) {  r.x = t , r.y = e , r.width = n , r.height = i , r.r = Math.min(n, i) / 4;},   square: function square(t, e, n, i, r) {  var o = Math.min(n, i);  r.x = t , r.y = e , r.width = o , r.height = o;},   circle: function circle(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.r = Math.min(n, i) / 2;},   diamond: function diamond(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.width = n , r.height = i;},   pin: function pin(t, e, n, i, r) {  r.x = t + n / 2 , r.y = e + i / 2 , r.width = n , r.height = i;},   arrow: function arrow(t, e, n, i, r) {  r.x = t + n / 2 , r.y = e + i / 2 , r.width = n , r.height = i;},   triangle: function triangle(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.width = n , r.height = i;}}, Ny = {}; 第9处： this._redrawId = Math.random() , this._paintList(e, n, t, this._redrawId); 第10处： c.p || (c.p = Mt(a * (Math.random() - .5) + l[0], s * (Math.random() - .5) + l[1])) , c.pp = Tt(c.p) , c.edges = null; 第11处： c.p || (c.p = Mt(a * (Math.random() - .5) + l[0], s * (Math.random() - .5) + l[1])) , c.pp = Tt(c.p) , c.edges = null; 第12处： kt(e, (y = i[f]).p, s.p) , 0 === (h = Lt(e)) && (Ct(e, Math.random() - .5, Math.random() - .5) , h = 1); 第13处： kt(e, (y = i[f]).p, s.p) , 0 === (h = Lt(e)) && (Ct(e, Math.random() - .5, Math.random() - .5) , h = 1); 第14处： this._updateContentNotChangedOnAxis(t, s) ? this._updatePosition(o, c, r[0], r[1], this._tooltipContent, s) : this._showTooltipContent(o, g, s, Math.random() + "", r[0], r[1], c, null, h); 第15处： var s = t.positionDefault, l = oV(o, this._tooltipModel, s ? {  position: s} : null), u = l.get("content"), h = Math.random() + "", c = new hg(); 
第16处:
file_path：
pagescourses/common.app.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
第17处:
file_path：
pagescourses/webview.app.js
代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
第18处:
file_path：
pagescourses/app-service.js
代码：
第1处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第2处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第3处： return ii([Math.round(255 * Math.random()), Math.round(255 * Math.random()), Math.round(255 * Math.random())], "rgb"); 第4处： return Math.round(9 * Math.random()); 第5处： var Zo = Math.round(10 * Math.random()); 第6处： var va = "__zr_style_" + Math.round(10 * Math.random()), ma = {  shadowBlur: 0,   shadowOffsetX: 0,   shadowOffsetY: 0,   shadowColor: "#000",   opacity: 1,   blend: "source-over"}, xa = {  style: {  shadowBlur: !0,   shadowOffsetX: !0,   shadowOffsetY: !0,   shadowColor: !0,   opacity: !0}}; 第7处： var Mc = Math.round(10 * Math.random()); 第8处： var Cy = Math.round(9 * Math.random()), Dy = "function" == typeof Object.defineProperty, Ay = function() {  function t() {    this._id = "__ec_inner_" + Cy++;  }  return t.prototype.get = function(t) {  return this._guard(t)[this._id];} , t.prototype.set = function(t, e) {  var n = this._guard(t);  return Dy ? Object.defineProperty(n, this._id, {  value: e,   enumerable: !1,   configurable: !0}) : n[this._id] = e , this;} , t.prototype.delete = function(t) {  return !!this.has(t) && (delete this._guard(t)[this._id] , !0);} , t.prototype.has = function(t) {  return !!this._guard(t)[this._id];} , t.prototype._guard = function(t) {  if (t !== Object(t))     throw TypeError("Value of WeakMap is not a non-null object.");  return t;} , t;}(), ky = Ms.extend({  type: "triangle",   shape: {  cx: 0,   cy: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.cx, i = e.cy, r = e.width / 2, o = e.height / 2;  t.moveTo(n, i - o) , t.lineTo(n + r, i + o) , t.lineTo(n - r, i + o) , t.closePath();}}), Ly = Ms.extend({  type: "diamond",   shape: {  cx: 0,   cy: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.cx, i = e.cy, r = e.width / 2, o = e.height / 2;  t.moveTo(n, i - o) , t.lineTo(n + r, i) , t.lineTo(n, i + o) , t.lineTo(n - r, i) , t.closePath();}}), Py = Ms.extend({  type: "pin",   shape: {  x: 0,   y: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.x, i = e.y, r = e.width / 5 * 3, o = Math.max(r, e.height), a = r / 2, s = a * a / (o - a), l = i - o + a + s, u = Math.asin(s / a), h = Math.cos(u) * a, c = Math.sin(u), p = Math.cos(u), d = .6 * a, f = .7 * a;  t.moveTo(n - h, l + s) , t.arc(n, l, a, Math.PI - u, 2 * Math.PI + u) , t.bezierCurveTo(n + h - c * d, l + s + p * d, n, i - f, n, i) , t.bezierCurveTo(n, i - f, n - h + c * d, l + s + p * d, n - h, l + s) , t.closePath();}}), Oy = Ms.extend({  type: "arrow",   shape: {  x: 0,   y: 0,   width: 0,   height: 0},   buildPath: function buildPath(t, e) {  var n = e.height, i = e.width, r = e.x, o = e.y, a = i / 3 * 2;  t.moveTo(r, o) , t.lineTo(r + a, o + n) , t.lineTo(r, o + n / 4 * 3) , t.lineTo(r - a, o + n) , t.lineTo(r, o) , t.closePath();}}), Ry = {  line: function line(t, e, n, i, r) {  r.x1 = t , r.y1 = e + i / 2 , r.x2 = t + n , r.y2 = e + i / 2;},   rect: function rect(t, e, n, i, r) {  r.x = t , r.y = e , r.width = n , r.height = i;},   roundRect: function roundRect(t, e, n, i, r) {  r.x = t , r.y = e , r.width = n , r.height = i , r.r = Math.min(n, i) / 4;},   square: function square(t, e, n, i, r) {  var o = Math.min(n, i);  r.x = t , r.y = e , r.width = o , r.height = o;},   circle: function circle(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.r = Math.min(n, i) / 2;},   diamond: function diamond(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.width = n , r.height = i;},   pin: function pin(t, e, n, i, r) {  r.x = t + n / 2 , r.y = e + i / 2 , r.width = n , r.height = i;},   arrow: function arrow(t, e, n, i, r) {  r.x = t + n / 2 , r.y = e + i / 2 , r.width = n , r.height = i;},   triangle: function triangle(t, e, n, i, r) {  r.cx = t + n / 2 , r.cy = e + i / 2 , r.width = n , r.height = i;}}, Ny = {}; 第9处： this._redrawId = Math.random() , this._paintList(e, n, t, this._redrawId); 第10处： c.p || (c.p = Mt(a * (Math.random() - .5) + l[0], s * (Math.random() - .5) + l[1])) , c.pp = Tt(c.p) , c.edges = null; 第11处： c.p || (c.p = Mt(a * (Math.random() - .5) + l[0], s * (Math.random() - .5) + l[1])) , c.pp = Tt(c.p) , c.edges = null; 第12处： kt(e, (y = i[f]).p, s.p) , 0 === (h = Lt(e)) && (Ct(e, Math.random() - .5, Math.random() - .5) , h = 1); 第13处： kt(e, (y = i[f]).p, s.p) , 0 === (h = Lt(e)) && (Ct(e, Math.random() - .5, Math.random() - .5) , h = 1); 第14处： this._updateContentNotChangedOnAxis(t, s) ? this._updatePosition(o, c, r[0], r[1], this._tooltipContent, s) : this._showTooltipContent(o, g, s, Math.random() + "", r[0], r[1], c, null, h); 第15处： var s = t.positionDefault, l = oV(o, this._tooltipModel, s ? {  position: s} : null), u = l.get("content"), h = Math.random() + "", c = new hg(); 
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file_path：
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代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
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file_path：
settlement/common.app.js
代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
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代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 
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file_path：
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代码：
第1处： m",{writable:false,value:Math.random});Object.defineProperty( 
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file_path：
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代码：
第1处： var key = (info.path || Math.random()) + ':' + suffix; 

	解决方案
	建议使用Crypto.getRandomValues()函数生成随机数。
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	检测目的
	检测微信小程序应用是否存在内部邮箱泄露风险。

	风险等级
	低

	威胁描述
	如果存在内部邮箱，可能会被盗取并恶意利用在正式服务器上进行攻击如重放攻击，或者攻击安全薄弱的测试服务器以获取安全漏洞或者逻辑漏洞等。

	检测结果
	存在风险

	结果描述
	客户端存在内部邮箱泄漏。测服务器地址总数62个，检测出16个存在风险。
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	解决方案
	1．删除与应用业务无关的内部邮箱。<w:br />2．与应用业务相关的内部邮箱尽量不要以硬编码的方式写在应用中，以动态的方式生成所需要请求的内部邮箱。



[bookmark: _Toc226617993]签字确认
根据贵公司授权委托要求，北京中百信信息技术股份有限公司已完成对贵公司信息系统的安全检测工作。若贵公司对本安全检测报告所涉及的项目流程、检测内容、工作时间及参与人员安排等事项无异议，请在下方“同意该安全检测报告”栏签署确认；如有异议，请在“异议条款”栏中予以说明，我公司将依据相关意见对报告内容进行讨论与修订，以期最终就本安全检测报告形成一致意见。																																													  1.同意该安全检测报告：																																		客户负责人/(签字)：______________________	日期：______________________																						测试工程师/(签字)：______________________	日期：______________________																					  2.不同意，异议如下：																																		a.___________________________																																b.___________________________																																c.___________________________																																客户负责人/(签字)：______________________	日期：______________________																						测试工程师/(签字)：______________________	日期：______________________

[bookmark: _Toc256000087][bookmark: _Toc256000088][bookmark: _Toc256000084][bookmark: _Toc256000086][bookmark: _Toc256000085][bookmark: _Toc171930761][bookmark: _Toc4079][bookmark: _Toc226617994]附录一：安全漏洞风险等级评定标准
本检测平台在漏洞风险等级划分上，参考了国标《信息安全技术 网络安全漏洞分类分级指南》（GB/T 30279-2020）。该标准提供了网络安全漏洞的分类方式、分级指标，给出了分级方法的建议。
国标《信息安全技术 网络安全漏洞分类分级指南》（GB/T 30279-2020）从被利用性指标、影响程度指标、环境因素指标等三类指标对安全漏洞进行评估，根据被利用性、影响程度和环境因素综合计算分级结果。
被利用性
访问路径：触发漏洞的路径前提，反映漏洞触发时与受影响组件最低接触程度。访问路径的赋值包括：网络、邻接、本地和物理。通常因网络、邻接、本地和物理触发的漏洞，其被利用性程度由高到低依次降序。
	赋值
	描述

	网络
	网络安全漏洞可以通过网络远程触发

	邻接
	网络安全漏洞需通过共享的物理网络或逻辑网络触发

	本地
	网络安全漏洞需要在本地环境中触发

	物理
	网络安全漏洞需通过物理接触/操作才能触发


触发要求：漏洞成功触发的要求，反映受影响组件在系统环境的版本、配置等因素影响下，成功触发漏洞的要求。
触发要求的赋值包括：低、高。通常触发要求低的漏洞危害程度高。
	赋值
	描述

	低
	漏洞触发对受影响组件的配置参数、运行环境、版本等无特别要求，包括：默认的配置参数、普遍的运行环境。

	高
	漏洞触发对受影响组件的配置参数、运行环境等有特别要求，包括：不常用的配置参数、特殊的运行环境条件。


权限需求：触发漏洞所需的权限，反映漏洞成功触发需要的最低的权限。
权限需求的赋值包括：无、低和高。通常所需要的权限越少漏洞危害程度越高。
	赋值
	描述

	无
	网络安全漏洞触发无需特殊的权限，只需要公开权限和匿名访问

	低
	网络安全漏洞触发需要较低的权限，需要普通用户权限

	高
	网络安全漏洞触发需要较高的权限，需要管理员权限


交互条件：漏洞触发是否需要其他主体（如：系统用户、外部用户、其他系统等）的参与、配合，反映漏洞触发时，是否需要除触发漏洞的主体之外的其他主体参与。
交互条件的赋值包括：不需要、需要。通常不需交互条件即能触发的漏洞，其危害程度较高。
	赋值
	描述

	不要要
	网络安全漏洞触发无需用户或系统的参与或配合

	需要
	网络安全漏洞触发需要用户或系统的参与或配合。例如：通常跨站脚本漏洞、跨站请求伪造漏洞等需要用户的参与。


影响程度
1. 影响程度：触发漏洞对受影响组件造成的损害程度。影响程度根据受漏洞影响的各个对象所承载信息的保密性、完整性、可用性等三个指标决定。
保密性影响：反映漏洞对受影响实体（如：系统、模块、软硬件等）承载（如：处理、存储、传输等）信息的保密性的影响程度。
保密性的影响赋值包括：严重、一般和无。
	赋值
	描述

	严重
	信息保密性影响严重，例如：保密性完全丢失，导致受影响组件的所有信息资源暴露给攻击者；或者攻击者只能得到一些受限信息，但被暴露的信息可以直接导致严重的信息丢失

	一般
	信息保密性影响一般，例如：保密性部分丢失，攻击者可以获取一些受限信息，但是攻击者不能控制获得信息的数量和种类。被暴露的信息不会引起受影响组件直接的、严重的信息丢失

	无
	信息保密性无影响，漏洞对保密性不产生影响


完整性影响：反映漏洞对受影响实体（如：系统、模块、软硬件等）承载（如：处理、存储、传输等）信息的完整性的影响程度。
完整性的影响赋值包括：严重、一般和无。
	赋值
	描述

	严重
	信息完整性破坏严重，例如：完整性完全丢失，攻击者能够修改受影响组件中的任何信息；或者，攻击者只能修改一些信息，但是，能够对受影响组件带来严重的后果

	一般
	信息完整性破坏程度一般，例如：完整性部分丢失，攻击者可以修改信息，信息修改不会给受影响组件带来严重的影响

	无
	信息完整性无影响，漏洞对完整性不产生影响


可用性影响：反映漏洞对受影响实体（如：系统、模块、软硬件等）承载（如：处理、存储、传输等）信息的可用性的影响程度。
可用性的影响赋值包括：严重、一般和无。
	赋值
	描述

	严重
	信息可用性破坏严重。可用性完全丧失，攻击者能够完全破坏对受影响组件中信息资源的使用访问；或者，攻击者可破坏部分信息的可用性，但是能够给受影响组件带来直接严重的后果

	一般
	信息可用性破坏程度一般。可用性部分丧失，攻击者能够降低信息资源的性能或者导致其可用性降低。受影响组件的资源是部分可用的，或在某些情况是完全可用的，但总体上不会给受影响组件带来直接严重的后果

	无
	信息可用性无影响，漏洞对可用性不产生影响


环境因素
1. 被利用成本：在参考环境下（例如：当前全球互联网环境，或者某企业内网环境等），漏洞触发所需的成本，例如：是否有公开的漏洞触发工具、漏洞触发需要的设备是否容易获取等。
被利用成本包括：低、中、高。通常成本越低，漏洞的危害越严重。
	赋值
	描述

	低
	漏洞触发所需资源很容易获取，成本低，通常付出很少的成本即可成功触发漏洞，例如：漏洞触发工具已被公开下载、漏洞脆弱性组件暴露在公开网络环境下等

	中
	漏洞触发所需的部分资源比较容易获取，成本不高，在现有条件基础上通过一定的技术、资源投入可以触发漏洞，例如：漏洞触发原理已公开但是无相应工具，漏洞触发需要某种硬件设备、漏洞触发需要定的网络资源等

	高
	漏洞触发需要的资源多，成本高，难于获取，例如：漏洞脆弱性组件未暴露在公开网络，漏洞触发工具难以获取等


修复难度：在参考环境下（例如：当前全球互联网环境，或者某企业内网环境等），修复漏洞所需的成本。
修复难度包括：高、中、低。通常修复难度越高，危害越严重。
	赋值
	描述

	高
	缺少有效、可行的修复方案，或者修复方案难以执行，例如：无法获取相应的漏洞补丁、由于某种原因无法安装补丁等

	中
	虽然有修复方案，但是需要付出一定的成本，或者修复方案可能影响系统的使用，或者修复方案非常复杂，适用性差，例如：虽然有临时漏洞修复措施，但是需要关闭某些网络服务等

	低
	已有完善的修复方案，例如：已有相应漏洞的补丁等



影响范围：反映漏洞触发对环境的影响，漏洞受影响组件在环境中的重要性。
影响范围包括：高、中、低、无。通常漏洞对环境的影响越高，危害越严重。

	赋值
	描述

	高
	触发漏洞会对系统、资产等造成严重影响，例如：对环境中大部分资产造成影响，通常高于50%；或者受影响实体处于参考环境的重要位置，或者具有重要作用

	中
	触发漏洞会对系统、资产等造成中等程度的影响，例如：对环境中相当部分资产造成影响，通常介于10%~50%；或者受影响实体处于参考环境的比较重要位置，或者具有比较重要的作用

	低
	触发漏洞只会对系统、资产等造成轻微的影响，例如：只对环境中小部分资产造成影响，通常低于10%；或者受影响实体处于参考环境的不重要位置，或者具有不重要作用

	无
	触发漏洞不会对系统、资产等造成任何资产损失
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